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[bookmark: need]Need for a DPIA - Article 35(1)
This project has several criteria that warrant a DPIA:
· Processing special category data – health & social care data
· Large Scale of special category data - Article 35(3)(b)
· Children 
· Vulnerable adults 
· [bookmark: _Hlk24282961]Processing that may impact upon data subject rights
· Disclosure of information that consumer organisations may already have access to

It is policy for Oakley Health Group (OHG) to always undertake a DPIA for any new, or significant change in an existing, data sharing project involving the personal confidential (and sensitive) information of our patients. 
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[bookmark: conflict]Conflicts of interest 

Dr Neil Bhatia has no conflicts of interest in undertaking this DPIA, either in his role as IG lead/Caldicott Guardian or as the Data Protection Officer for OHG. 

He is neither an employee of, nor receives payment from, the CCG, CSU, SCAS, NHS 111, or any other related organisation.

Any decision to proceed with processing, as a result of the conclusions of this DPIA, will be a partnership decision (majority vote). As a GP partner, however, Dr Neil Bhatia is entitled to a personal vote on this matter.
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[bookmark: documents]Documents
We have been provided with:
· A proposed Data Sharing Agreement between the two data controllers, OHG and SCAS NHS 111
· A DPIA undertaken by SCW CSU (who is neither a data controller nor a data processor in this arrangement)
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[bookmark: timescale]Timescales and “Deadlines”
Does additional, related or subsequent processing depend on deciding on this processing by a certain date? 

No – this is a voluntary project and there is no such deadline.
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[bookmark: simultaneous]Simultaneous new processing
Is any other data sharing project being launched at the same time, that might lead to confusion for patients?
Remember when SCR & care.data were launched simultaneously…?

No, no other data sharing project (whether disclosure or access) is being launched simultaneously.
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[bookmark: personal]Is personal data being processed?
Or is this truly anonymous data out with the GDPR/DPA?
Pseudonymised data = personal data

This is personal, confidential, special category, data that we are considering granting access to.

[bookmark: Art357a]Article 35(7)(a)

· The nature of the processing
How will you collect, use, store and delete data? What is the source of the data? Will you be sharing data with anyone? You might find it useful to refer to a flow diagram or another way of describing data flows. What types of processing identified as likely high risk are involved?

“GP Connect is a NHS Digital project that aims to make information held in GP practice IT systems available right across health and social care, by standardising system integration and simplifying the operating model, using API technology.” (NHS Digital)

The source of the data is the electronic GP Record (EMIS Web), We would be allowing organisations – initially SCAS NHS 111 – a read-only, 
“on-demand”, and real-time, view of information derived from the GP record, when clinically justified, or clinicians with a legitimate relationship to the patient, and with the explicit permission of the patient.

· Scope of Processing
What is the nature of the data, and does it include special category or criminal offence data? How much data will you be collecting and using? How often? How long will you keep it? How many individuals are affected? What geographical area does it cover? What will we learn about people that we already do not know, either by obtaining new information or by combining existing information?

The data is personal confidential medical data, and so is special category data. The amount visible to the organisation accessing the record, the “consumer organisation”, is detailed in the “Access record HTML overview of the views” document available in Appendix 1 of this DPIA.

In brief:

◾ Active problems and issues
◾ Current medication issues
◾ Current repeat medications
◾ Current allergies and adverse reactions
◾ Last 3 encounters
· Context
What is the nature of your relationship with the individuals? How much control will they have? Would they expect you to use their data in this way? Do they include children or other vulnerable groups? Are there prior concerns over this type of processing or security flaws? Is it novel in any way? What is the current state of technology in this area? Are there any current issues of public concern that you should factor in?

The information consists of the personal data of our patients. Patients have control over such access in two ways:
· There are always asked for “permission to view” their GP record via GP Connect. They can say no at this point
· If they never want their information to be accessible in this way, even in an emergency, then they can opt-out completely by requesting that the GP surgery sets their “data sharing” flag within their GP record (EMIS Web) to “do not share”

· Purposes
What do you want to achieve? What is the intended effect on individuals? What are the benefits of the processing for you, and more broadly? What will this processing allow us to do that we cannot do now?

The sole purpose for GP Connect is to enable information to be available to clinicians working in SCAS NHS 111 (and subsequently, the NHUC GP out-of-hours service and SECAMB) when a patient rings up for advice. As such, this is a direct medical care purpose only.

There are no secondary uses of the information available to consuming organisations via GP Connect.

“GP Connect APIs can only be used legally for direct patient care, not for planning or research.”
NHS Digital

When appropriate, addition clinical information available to the emergency services, and organisations such as NHUC dealing with patients when the surgery is closed, may allow them to better triage and manage the clinical enquiry. Whilst information is already available to the consuming organisations, as will be made clear later on such information is unreliable and temperamental, limited in scope, not “in real time”, generally held in low regard, and may not be available via those routes in the near future.



Access to GP Connect is now built-in to Adastra, as used by both SCAS NHS 111 and NHUC:

“GP Connect Access Record: HTML is now integrated with the Adastra clinical patient management system. This means 111 and Integrated Urgent Care (IUC) service providers will be able to view a patient’s up-to-date record held by their own GP and given access to a range of important information about a patient including encounters, allergies, medications, referrals and more.”
NHS Digital

[bookmark: bds]How does this directly benefit data subjects?
What is the intended outcome for individuals?

Better, safer, triage and medical management by organisations out with the GP surgery.
[bookmark: dboo]How does this directly benefit our organisation?
Does this give us a “competitive advantage”?

"If you just treat privacy as a function of regulatory compliance, you’ll do the bare minimum. Businesses need to think of privacy as a competitive advantage.”
Anna Cavoukian, Global Privacy and Security by Design Centre

The expectation is that better, safer, and more appropriate management of our patients out of hours will result in better outcomes for patients, less admissions to hospital unnecessarily, and the potential for patients to be dealt with “completely”, so resulting in less need for such patients to attend their GP surgery the next day.

Promoting access to the GP records:

· in a safe, consensual and transparent way
· for direct care purposes only
· when our patients have been informed of such processing
· and where the GP surgery maintains full control and oversight of the processing

will be reassuring to our patients and further enforce our standing as a practice that fully upholds the privacy, confidentiality, and data protection of our patients’ GP records.
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[bookmark: consult]Article 35(9) – Consultation
· Consultation process with data subjects & others
Was it undertaken? Do we need to? Do we need to get advice from experts?
Is their written advice already out there about this
(NDG, GMC, MDU, BMA, UKCGC)?
Consultation with data subjects
When considering whether consultation with patients was necessary, I took into consideration the following:
That the consumer organisations already had access to the GP record (via multiple routes). It would not be a “new thing” for either SCAS NHS 111 or NHUC (GP out-of-hours services) to have such access. All that would change would be the technical solution to achieve this and, as will be seen later, that migration to GP Connect ensured far better privacy, data protection, and data control by both the surgery and the patient (data subject).
That some patients have opted out of the National Summary Care Record and/or CHIE (our current LHCR). However, both those projects involve the wholesale extraction and uploading of GP record information into a third party database; in the case of the SCR, into the hands of a new data controller, in the case of CHIE, into the hands of a data processor under our instruction.
That (and see later for this) GP Connect will de facto become the single source of GP record information accessed by both SCAS NHS 111 and NHUC, and in due course SECAMB. In fact, it is likely that NHUC will have access only to GP Connect (though maybe still the SCR) in due course.
We have very few patients who have expressed a GP Connect “blocking” opt-out (93C1). Those historic objections have been from Monteagle Surgery patients and will have been coded as such to prohibit either CHIE, or risk stratification for case finding, or both. Such objections could (and should) be converted to 9Nd1+9q7 read code objections – so upholding their existing opt-outs whilst at least permitting the possibility of access via GP Connect (and indeed, access by Phyllis Tuckwell Hospice Care) with “permission to view”. The very fact that permission to view is strictly enforced in GP Connect significantly mitigates against any data protections concerns with such a conversion.
Accordingly, whilst ensuring a comprehensive fair processing campaign to inform our patients about GP Connect, and because of the strict explicit permission requirement to access GP Records via GP Connect, I do not think it necessary to consult with patients prior to the practice deciding on such processing. 

Consultation with others

From the beginning – when we were approached with the proposal of allowing access to GP records via GP Connect, I have been in close consultation with the BMA’s GPC IT Subcommittee.
I have sought advice on the exact process and safeguards involved in permitting a “GP Connect” link with an external, consumer organisation, directly from NHS Digital (Christopher Metzner, Implementation Manager, Implementation & Business Change – South).
Where necessary, I have sought advice and information, by email, more generally from NHS Digital enquiries.
I have been in contact with EMIS Health as regards the process, and safeguards, from our end as the “provider” organisation.
I have discussed GP Connect with NHUC (our GP OOH provider). It is clear that:
· NHUC are unhappy with CHIE
“many comments from NHUC clinicians that CHIE is unreliable and not particularly user friendly so anything better would certainly have our vote”
· Once NHUC migrate to the same Adastra database as SCAS (May), then GP Connect will be the single point of access for GP-held information
· This may well be voluntary, given their dissatisfaction with CHIE, but also because they are  “unlikely to be able to connect to more than the one external portal” – so CHIE might well be switched off anyway
I have discussed GP Connect directly with SCAS NHS 111. It is clear that:
· SCAS NHS 111 are unhappy with CHIE – they find it temperamental as well, and far prefer a “real time” records view
· Where they are already using GP Connect, they absolutely love it
· They really, really want GP Connect for all NHS 111 calls (i.e. all practices)
· When available, it will be their single point of access for GP-held information. CHIE (and probably the SCR) will no longer be used.
I have discussed GP Connect directly with SECAMB:
· They would very much want access to GP Connect provided GP records
· They don’t have access to CHIE (nor seemingly, do they wish it)
· They already have partial access to GP Connect
“HTML view and in-hours direct appointment booking (DAB) technical accreditation is completed for the 999 UI and middleware messaging”
· “GP Connect functionality is already built into our new ePCR system and, once accreditation is completed, will be accessible by all crews from their Trust iPads”
It is therefore patently clear that NHUC, SCAS and SECAMB all want GP Connect, and will use it as their single point of GP records access once implemented.
I sought the advice of the Professional Records Standards Body, who recently produced their “Urgent care information flows” report:
https://theprsb.org/wp-content/uploads/2018/11/IUC-information-requirements-final-report-LC-1.pdf
In that report, they made mention of permission to view being a pre-requisite to information sharing:

“4.4 Principles of information sharing
	5. Consent should be noted for the person’s details to be shared with the next care provider”
Any further comments from the PRSB are still awaited.
Frimley Park Hospital A&E (ED) have never used CHIE, don’t use CHIE, and are very unlikely ever to use CHIE. GP Connect would provide them with a straightforward, safe, consensual and transparent way for ED clinicians to access necessary and relevant information, when required, from the GP records of patients attending their department. There are no cost implications, and no approval is needed from any other organisation (other than OHG) to enable this (subject to their accreditation by NHS Digital).
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Article 35(7)(b) - Necessity and Proportionality
· Necessity and proportionality (data protection compliance) 

“Principle 5
Any arrangements agreed by NHS organisations should fully adhere to all applicable national level legal, regulatory, privacy and security obligations, including in respect of the National Data Guardian’s Data Security Standards, the General Data Protection Regulation (GDPR) and the Common Law Duty of Confidentiality.”
DHSC, Creating the right framework to realise the benefits for patients and the NHS where data underpins innovation

[bookmark: commonlaw]Common Law (CLoC)
How is this met?

Data protection law requires that personal data must be processed lawfully. This means it must be processed in accordance with any duty of confidentiality that applies. The ‘reasonable expectations’ of the patient should be the test as to whether a duty of confidence arises.
GP Connect fully complies with the common law of confidentiality. Whilst data is not extracted or uploaded anywhere outside of the GP surgery, but streamed in real time, EMIS mandates a strict “Permission to View” policy for GP Connect HTML Records access:

1) For GP surgeries viewing the records of another surgery (e.g. within a PCN)

[image: ]

2) And SCAS NHS 111 have a strict permission to view policy.
“the GP Connect tab presents a permission to view qualifying question similar to Summary Care Record. Clinicians will seek permission and select Yes, No or Emergency. The response to this is recorded in the Event list of the case for historical reviewing/audit purposes.”
There are no secondary uses of GP Connect derived data, so compliance with the CLoC for such purposes is not applicable.
· We rely on implied consent to make an individual’s GP record accessible via GP Connect.
· We rely on explicit consent (permission) to permit access to the personal confidential data, by the consumer organisation.
Back to Index

[bookmark: caldicott]Caldicott Principles
1. Justify the purpose(s)
How is this met?
The sole purpose is direct medical care.
2. Don’t use personal confidential data unless it is absolutely necessary
How is this met?
Personal confidential medical data is necessarily required.
3. Use the minimum necessary personal confidential data
How is this met?

The information provided is limited to that which would be helpful to an out of hours service such as SCAS NHS 111, NHUC and SECAMB.
4. Access to personal confidential data should be on a strict need-to-know basis
How is this met?
Only organisations who have a DSA in force, and agreed by NHS Digital, between the surgery and the organisation, can view records via GP Connect. 
Within SCAS NHS 111, call handlers do NOT access medical records. Only if the call is escalated to a clinician (doctor/nurse/paramedic etc) within NHS 111 is the GP record accessed.
5. Everyone with access to personal confidential data should be aware of their responsibilities
How is this met?
Consumer organisations must meet stringent accreditation with NHS Digital before access via GP Connect is permitted, including compliance with data protection principles.
6. Comply with the law
How is this met?
Access to GP records, via accredited consumer organisations, and with the strict upholding of “permission to view” clearly complies with the law.
7. The duty to share information can be as important as the duty to protect patient confidentiality
How is this met?

The ability to share records via GP Connect – with the patient’s explicit permission – is enabled.
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[bookmark: article5][bookmark: surprises]Article 5 GDPR – the data protection principles
The fundamental principles which aim to ensure compliance with the spirit of data protection law and the protection of the rights of individuals (data subjects).
Personal data shall be:
a) processed lawfully, fairly and in a transparent manner in relation to individuals (lawful purpose)
· A legal basis under GDPR
· Be otherwise compliant with the requirements of the GDPR and DPA 2018
· Not involve any otherwise unlawful processing or use of personal data
· Be fair towards the individual
· Avoid being unduly detrimental, unexpected, misleading or deceptive
· Clear and transparent to individuals and regulators
· Is this met?
Yes. The legal bases for providing access to GP records in this way are
· Article 6(1)(e) – Official authority
· Article 9(2)(h) – Provision of Health
The Common Law of Confidentiality is upheld by means of permission to view (explicit permission to access the confidential data).
Processing is fair – not only can patients object to accessing their data contemporaneously (PTV) but can opt-out completely at the GP surgery.
b) collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes
(purpose limitation)
· Specified, explicit, legitimate purposes
· Clear and open from the outset
· Purposes in line with individual’s reasonable expectations
· How is this met? How do we prevent function creep?
Processing is limited to direct care purposes only.
Patients expect and want their medical information to be available to those within the NHS providing them with direct medical care, though they expect both to be asked first, and have the right to object.

It is reasonable that the out-of-hours “urgent” services would and should have this ability.
c) adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed (data minimisation)
“Necessary”: 
· It must be a targeted and proportionate way of achieving that purpose
· It must be more than just useful or habitual
· We cannot reasonably achieve the same purpose by some other less intrusive means – and in particular if we could do so by using non-special category data
· It is not enough to argue that processing is necessary because it is part of our particular business model, processes or procedures, or because it is standard practice
· Organisations must comply with the minimisation principle under data protection law if using personal data. This means ensuring that any personal data is adequate, relevant and limited to what is necessary for the purposes for which it is processed
How is this met?
GP Connect is a proportionate way of providing access to GP Records, without any data being uploaded to a 3rd party database.
Whilst SCAS NHS 111 does have access to similar data via CHIE, it is clear that they would far prefer to use GP Connect instead of CHIE, and it may well be that NHUC will be able to only use GP Connect. In time, SCAS may well disconnect from CHIE. In addition, GP Connect is likely to be the only way for SECAMB to access GP records information of this detail.
d) accurate and, where necessary, kept up to date (accuracy)
How is this met?
The GP records are kept up to date. GP Connect provides a “real-time view” of the record to SCAS NHS 111.
e) kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed (storage limitation)
How is this met?
No data is stored by the consumer organisation.
f) processed in a manner that ensures appropriate security of the personal data (confidentiality)
How is this met?
No data is extracted or uploaded out of the GP records database.
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No surprises
[bookmark: _GoBack]“The Review Panel concluded that consent should be obtained before sharing a patient’s whole care record with other registered and regulated health and social care professionals for the purposes of direct care. Any exceptions to this guidance should be based on professional judgement in individual cases.”
(NDG, 2013 To share or not to share? The Information Governance Review)
“3.2.6 The Review heard that patients may have elements of their record that they do not want to be shared and felt that sharing their whole record was not necessary for direct care. In line with the Caldicott principles and the last review, only relevant information about a patient should be shared between health professionals in support of their care.
Explicit consent should be obtained before accessing someone’s whole record."
“3.2.0 …there should be ‘no surprises’ for the individual about who has had access to information about them.”
(NDG, 2016 Review of Data Security, Consent and Opt-Outs)

“…there must be no surprises to the citizen about how their health and care data is being used”
“ Failing to offer this choice to people can accelerate discontent with how they are being informed and consulted, resulting in a growing rejection of the benefits of data sharing. “
(NDG, Building trust in the use of data across health and social care)
[bookmark: _Hlk24282742]“You are quite correct in stating in your correspondence with my office that my 2016 and 2013 reviews re-iterated the Caldicott Principles, and that only relevant information about a patient should be shared between health professionals in support of their care. Both took the position that explicit consent should be obtained before accessing someone’s whole record.”
(NDG, personal correspondence with Dr Neil Bhatia)
“29 If you suspect a patient would be surprised to learn about how you are accessing or disclosing their personal information, you should ask for explicit consent unless it is not practicable to do so (see paragraph 14). For example, a patient may not expect you to have access to information from another healthcare provider or agency on a shared record.”
(GMC)
“If patients decide to have a shared record, their explicit consent to view must be obtained e.g. where a practice other than the patient’s registered practice is seeking to view the record for the delivery of out-of-hours care.
In exceptional circumstances, for example if the patient is unconscious and immediate access to the record is necessary, it may be appropriate to access the record without consent to view.”
(BMA)
“You have the right to be informed about how your information is used.
You have the right to request that your confidential information is not used beyond your own care and treatment and to have your objections considered, and where your wishes cannot be followed, to be told the reasons including the legal basis.
The NHS also pledges: where identifiable information has to be used, to give you the chance to object wherever possible.
All staff have responsibilities to the public, their patients and colleagues. You should aim to: inform patients about the use of their confidential information and to record their objections, consent or dissent.”
(NHS Constitution, Respect, consent and confidentiality)

Is this met?
Does the data subject know that we are disclosing?
GP Connect fully upholds the “No surprises” principle.
Patients are asked for their “permission to view” before any such access takes place (except for a “break glass” emergency when the patient cannot consent).
GP Connect HTML records access meets the requirements and principles of the NDG, the GMC, the BMA and the NHS Constitution.
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[bookmark: GMC]GMC Confidentiality Principles
[bookmark: _Hlk24283733]A Use the minimum necessary personal information. Use anonymised
information if it is practicable to do so and if it will serve the purpose.
b Manage and protect information. Make sure any personal
information you hold or control is effectively protected at all times
against improper access, disclosure or loss.
c Be aware of your responsibilities. Develop and maintain an
understanding of information governance that is appropriate to
your role.
d Comply with the law. Be satisfied that you are handling personal
information lawfully.
e Share relevant information for direct care in line with the
principles in this guidance unless the patient has objected.
f Ask for explicit consent to disclose identifiable information about
patients for purposes other than their care or local clinical audit,
unless the disclosure is required by law or can be justified in the
public interest.
g Tell patients about disclosures of personal information you make
that they would not reasonably expect, or check they have received
information about such disclosures, unless that is not practicable
or would undermine the purpose of the disclosure. Keep a record of
your decisions to disclose, or not to disclose, information.
h Support patients to access their information. Respect, and help
patients exercise, their legal rights to be informed about how their
information will be used and to have access to, or copies of, their
health records.
https://www.gmc-uk.org/ethical-guidance/ethical-guidance-for-doctors/confidentiality/the-main-principles-of-this-guidance 
Are these all met?
Yes.

[bookmark: HRA]The Human Rights Act 1998
Article 8 of the Human Rights Act protects our privacy, our family life, our home and our communications.
“Everyone has the right to respect for his private and family life, his home and his correspondence “

Article 8 of the European Convention on Human Rights:  Right to respect for private and family life 
[bookmark: _Hlk24283899]This means respect for private and confidential information, including the storing and sharing of data. And that very much includes medical information (which includes correspondence between the patient and their  healthcare providers).
[bookmark: article28]The Human Rights Act 1998 made the ECHR part of domestic law.
164. Respecting the confidentiality of health data is a vital principle in the legal systems of all the Contracting Parties to the Convention. It is crucial not only to respect the privacy of a patient, but also to preserve his or her confidence in the medical profession and in the health services in general. 
Without such protection, those in need of medical assistance may be deterred from revealing such information of a personal and intimate nature as may be necessary in order to receive appropriate treatment and, even, from seeking such assistance. They may thereby endanger their own health and, in the case of communicable diseases, that of the community.
The domestic law must therefore afford appropriate safeguards to prevent any such communication or disclosure of personal health data as may be inconsistent with the guarantees in Article 8 of the Convention (Z v. Finland, § 95; Mockutė v. Lithuania, §§ 93-94).
https://www.echr.coe.int/documents/guide_art_8_eng.pdf 
Guide on Article 8 of the European Convention on Human Rights, Dec 2018

GP Connect records access fully upholds Article 8 of the HRA. Patients are asked for their explicit permission before any information from their GP record is accessed in this way.
In doing so, patients can say “no” – and no such information will be accessed.
In an emergency, when the patient does not have the capacity to consent, and assuming the patient has not opted out completely of GP Connect (93C1 objection), access to the GP record without is still permissible under vital interests/public interest (“so called “break glass” emergency access).
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Data Processors – Article 28
A controller determines the purposes and means of processing personal data.
A processor is responsible for processing personal data on behalf of the controller and can act only upon the instructions of the controller.
Does the practice retain full data controllership?
How do we ensure that processors comply?
Does processing require the use of a data processor?
NO
If yes:
Has a written data processor contract been provided?
Choose an item.
Are both the controller and processor parties to the contract?
Choose an item.
Are both controller and processor signatories to the contract?
Choose an item.
Does the processor contract contain the following compulsory details?
· the name of the controller and the processor
Choose an item.
· contact details for the controller and the processor
Choose an item.
· the subject matter and duration of the processing
Choose an item.
· the nature and purpose of the processing
Choose an item.
· the type of personal data and categories of data subject
Choose an item.
· the obligations and rights of the controller
Choose an item.


Does the processor contract contain the following compulsory terms?
· the processor must only act on the written instructions of the controller (unless required by law to act without such instructions)
Choose an item.
· the processor must ensure that people processing the data are subject to a duty of confidence
Choose an item.
· the processor must take appropriate measures to ensure the security of processing
Choose an item.
· the processor must only engage a sub-processor with the prior consent of the data controller and a written contract
Choose an item.
· the processor must assist the data controller in providing subject access and allowing data subjects to exercise their rights under the GDPR
Choose an item.
· the processor must assist the data controller in meeting its GDPR obligations in relation to the security of processing, the notification of personal data breaches and data protection impact assessments
Choose an item.
· the processor must delete or return all personal data to the controller as requested at the end of the contract
Choose an item.
· the processor must submit to audits and inspections, provide the controller with whatever information it needs to ensure that they are both meeting their Article 28 obligations, and tell the controller immediately if it is asked to do something infringing the GDPR or other data protection law of the EU or a member state
Choose an item.

Does the processor contract?
· state that nothing within the contract relieves the processor of its own direct responsibilities and liabilities under the GDPR
Choose an item.
· reflect any indemnity that has been agreed
Choose an item.
· contain an expiration date for processing (after which all processing must cease)
Choose an item.
· Make clear how either the data controller or the data processor may voluntarily terminate the contract, including the notice required
Choose an item.

Is it clear that the data processor must?
· only act on the written instructions of the controller (Article 29)
Choose an item.
· not use a sub-processor without the prior written authorisation of the controller (Article 28.2)
Choose an item.
· co-operate with supervisory authorities (such as the ICO) in accordance with Article 31
Choose an item.
· ensure the security of its processing in accordance with Article 32
Choose an item.
· keep records of its processing activities in accordance with Article 30.2
Choose an item.
· notify any personal data breaches to the controller in accordance with Article 33
Choose an item.
· employ a data protection officer if required in accordance with Article 37
Choose an item.

Does Oakley Health Group retain full data controllership over all aspects of processing?
Choose an item.

Is Oakley Health Group inadvertently becoming a data controller for information out with the GP record?
Choose an item.

Whilst a data processor contract is not needed, a data sharing agreement (DSA) between the provider (OHG) and the consumer (SCAS NHS 111) organisations is required before NHS Digital will approve and enable such access. We have been provided with a DSA.
There are unnecessary references to “direct appointment booking” within the DSA. Direct appointment booking, whilst enabled by GP Connect, is quite separate from records access and does not involve the disclosure of personal data, by OHG, in any way.
That aside, the DSA is a bog-standard agreement between two controllers, and whilst not a legal obligation, it is good practice, and a contractual obligation anyway for NHS Digital to enable the link.
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Article 25 (2) – Data Protection by Default
Data Protection by design and default is a legal requirement under GDPR.
Article 25 specifies that, as the controller, we have responsibility for complying with data protection by design and by default

‘The controller shall implement appropriate technical and organisational measures for ensuring that, by default, only personal data which are necessary for each specific purpose of the processing are processed. That obligation applies to the amount of personal data collected, the extent of their processing, the period of their storage and their accessibility. In particular, such measures shall ensure that by default personal data are not made accessible without the individual's intervention to an indefinite number of natural persons.’ 
Are we “not processing additional data unless the individual decides we can”?
Are we “providing individuals with sufficient controls and options to exercise their rights”? 

Considerable effort has gone into the design of GP Connect to ensure data protection by default. A data sharing agreement is compulsory, NHS Digital must approve any such link once an accreditation process by the consumer has been completed. Data is provided in a read-only, real-time, “streaming” way, with no data being extracted and uploaded to a 3rd party database. No secondary uses of the shared data are permitted (or possible). A strict “permission to view” policy is in force. Patients are therefore informed and offered the opportunity to object each time they contact SCAS NHS 111 (or any subsequent consumer organisations).

Back to Index
Data Processors (Article 28)
Are we only using a data processor that provides “sufficient guarantees to implement appropriate technical and organisational measures in such a manner that the processing will meet the requirements of this Regulation and ensure the protection of the rights of the data subject”?
N/A
Back to Index
Privacy as the default setting
Is it?

Yes. No data is extracted or uploaded out of the GP records database. No data is viewable without the patient’s explicit permission.
Back to Index
Privacy embedded into design
Is it?
Yes.
Back to Index
[bookmark: dsr]

Ability to implement Data Subject Rights
How is this met?

1. The Right to be informed
Can we provide a comprehensive privacy policy?
How are people informed about this use of their data?
Can we provide an appropriate one for children if needs be?
Is another data sharing project being launched at the same time?

Providing a straightforward privacy policy (and a factsheet) will be easily achievable. We will need to advertise this new route to records access via the usual means (poster, leaflets, website, Facebook etc).
Very importantly, the right to be informed is also upheld each and every time that permission to view is sought by SCAS NHS 111.

2. The Right of access
If a processor is used, how does the subject access the data held by the processor?

N/A. The right of access lies with the GP record.

3. The Right to rectification
If a processor is used, does this extend to the data held by the processor?
Or is that data simply a reflection of the data held in the GP record (with its own obligation to rectification)?

N/A. The right of rectification lies with the GP record.

4. The Right to object
Where does processing take place? Extraction/Uploading/Disclosure/Access?
Where does any objection or opt-out act?
Is there a granular objection/opt-out mechanism?

GP Connect fully upholds the right to object.
Permission to View affords the data subject the contemporaneous opportunity to object to any specific access situation.
Patients can express a permanent objection (“opt-out”) via the GP surgery that will prohibit records sharing via GP Connect, even in an emergency “break glass” situation.

However, that objection (93C1) has additional effects, also opting the patient out of EMIS Web data sharing of the GP record with Phyllis Tuckwell Hospice, CHIE, and risk stratification for case finding.

Opting out of CHIE, or continuing to uphold any such objection, is achievable by means of the 9Nd1 read code flag (which will then not prohibit GP Connect).

Opting out of risk stratification for case finding (a secondary use processing, authorised by s251 HRA/CAG approval), or continuing to uphold any such objection, is achievable by means of either the 9q7 or the 9Nu0 (Type 1 opt-out) read code flag (which will then not prohibit GP Connect).

Back to Index



Things to think about
[bookmark: surrender]Surrender of control
A disclosure to another data controller = a surrender of control 

The GP surgery retains full control of the processing. There is no disclosure of information, but access to information.
We can turn such access on and off, as we see fit, directly within our EMIS Web system.
We can audit any access of a patient’s record undertaken via GP Connect (via Audit Trails > Record Access > Event type = External request). The organisation and user which the request came from is (usually) within the 'User' column.
[image: ]
[bookmark: have]Do we have to do disclose?
What legislation mandates this? Is this just a contractual obligation? 
No, we do not have to enable GP Connect. It is neither a legal nor a GMS contractual requirement.
Back to Index

[bookmark: without]Can we do this without processing the data?
Can we do this, or process data, in a less intrusive way?
Is there a better way? Is this necessary (the most appropriate choice)?
Arguably, SCAS NHS 111 already have access to equivalent information via CHIE.

However, it is clear that SCAS sees GP Connect as the future, single source of GP records information. And for NHUC, once using the same Adastra database as SCAS, GP Connect might be the only way of accessing such a level of information.
GP Connect is less intrusive than either the SCR or CHIE – no data is extracted or uploaded to a 3rd party database (both SCR and CHIE), and no secondary processing is permitted (CHIE).
Whilst the SCR fully respects permission to view, there is an increasing move within CHIE towards a complete withdrawal of permission to view. This will raise serious data protection issues.

Back to Index

[bookmark: lawful]Is this lawful?
· Common law, and
· Caldicott Principle 6, and
· Article 5(a) GDPR, and
· Any other relevant laws (e.g. PECR, Article 10 GDPR)

Yes, this is lawful.

Back to Index


[bookmark: ethical]

Is this ethical?
Is this fair? 
“You need to stop and think not just about how you can use personal data, but also about whether you should” (ICO)

Yes, this is ethical. 

Fairness

It could be argued that the introduction of yet another data sharing scheme, on top of the SCR and CHIE, is unfair, given that patients who had already objected to, or opted out from, the SCR and CHIE will find that their GP records are accessible in this way. GP Connect does not recognise either the SCR opt-out (9Ndo) or the CHIE opt-out as recorded by OHG (9Nd1).

In mitigation, however:
· any access via GP Connect is under a strict permission to view policy
· many patients who had previously opted out of the SCR and/or CHIE did so because of:
· concerns over the extraction and uploading of personal data to a 3rd party database (and in the case of the SCR, a different data controller)
· concerns over secondary uses of personal data for undefined secondary purposes and the transfer of personal data to a further database (CHIA) under the control of a different data controller (in the case of CHIE)
GP Connect neither uploads data to a new database, nor permits any secondary uses of viewed data.


Back to Index
[bookmark: reputation]

Is there a risk of reputational damage if we proceed with processing?
To the practice/To the profession/What would the GMC say?
What would our patients think?

Maintaining trust in doctors, and general practice, is vital if we are to continue the level of doctor-patient relationship that facilitates disclosure of sensitive, personal, confidential information from an individual seeking health care to their healthcare professional.

“So, yes, the world is changing, the health landscape is changing, patients are changing, but amongst all of this is one constant – our trust in our doctors.”
Trust: the Truth?
https://www.ipsos.com/sites/default/files/ct/publication/documents/2019-09/ipsos-thinks-trust-the-truth.pdf

“The protection of personal data, not least medical data, is of fundamental importance to a person’s enjoyment of his or her right to respect for private and family life as guaranteed by Article 8 of the Convention (art. 8). Respecting the confidentiality of health data is a vital principle in the legal systems of all the Contracting Parties to the Convention. It is crucial not only to respect the sense of privacy of a patient but also to preserve his or her confidence in the medical profession and in the health services in general.

Without such protection, those in need of medical assistance may be deterred from revealing such information of a personal and intimate nature as may be necessary in order to receive appropriate treatment and, even, from seeking such assistance, thereby endangering their own health and, in the case of transmissible diseases, that of the community”
Z v. FINLAND - 22009/93 - Chamber Judgment [1997] ECHR 10 (25 February 1997)
https://www.bailii.org/eu/cases/ECHR/1997/10.html

Our patients expect to make available necessary and relevant data within the NHS, as long as such access (or disclosure) is lawful, fair, consented, proportionate, transparent, informed, and where patients can exert genuine control over such sharing of their personal data.

GP Connect meets all of these criteria, by virtue of a read-only, “streaming”, records access API, by a strict “permission to view” policy, and by ensuring that the practice retains full control of the processing.

Back to Index



[bookmark: notproceeding]What are the consequences of not proceeding with this processing?
Can we mitigate against any negative effects?
Does it matter at all if we say no?

For a while anyway, both SCAS NHS 111 and NHUC will continue to have access to GP records via the SCR, CHIE, and bespoke data sharing mechanisms such as Adastra Special Patient Notes (SPN).

But very soon, it may well be that NHUC can access GP records only via GP Connect, and SCAS will want to access GP records only via GP connect (or indeed, may switch off CHIE completely).

SECAMB (our ambulance service) has no access to CHIE, and the provision of GP records access via GP Connect may afford them the only route.

Back to Index

[bookmark: children]What about children?
A child’s personal data merits particular protection under the GDPR.
Fairness, and compliance with the data protection principles, should be central to all your processing of children’s personal data.
If you profile children then you must provide them with clear information about what you are doing with their personal data.
You must write clear and age-appropriate privacy notices for children.

We will need to update our privacy policies to make clear this route, addition in the first instance, of records access by organisations involved in the delivery of out-of-hours (and in hours) care.

Back to Index
[bookmark: compare]How does this compare with other, similar data sharing projects?
Are there similar data sharing projects already in existence, even locally?
How does data protection in those projects compare with this project?

Yes. The SCR and CHIE are similar data sharing projects. See Conclusion for the comparison.

Back to Index
[bookmark: risks]Article 35(7)(c)
· Risks to data subjects

What are they? 
Function creep?
Breach of privacy/confidentiality?
Inability to control data?

GP Connect fully upholds the right to be informed and the right to object.
Permission to View upholds these, as well as ensuring compliance with the CLoC, GMC and BMA guidance on shared records, as well as the NDG’s “no surprises” principle.
Function creep is not an issue, as no data is handed over to another organisation (so no secondary uses, or “re-purposing” is possible).
Individual data sharing agreements, and NHS Digital accreditation requirements, ensure that organisations who can access GP records information via GP Connect are strictly controlled, and require prior authorisation from the surgery.
Because of Permission to View, there would not be a breach of privacy. Article 8 of the HRA is fully upheld. Nothing is disclosed or accessible without the patient’s say so.
Except in a “break glass”, emergency, scenario, there will not be a situation where a patient discovers that their personal confidential medical information, as held by their GP, has been accessed by someone out with their GP surgery after such access has happened.
There will be “no surprises”.
The same cannot be said for some LCHRs (notably Connected Care, but also – potentially – CHIE).
Patients can control data on a case by case basis – perhaps allowing access when systemically unwell but not allowing access for minor injuries or enquiries.
Patients can also opt-out completely of GP Connect records sharing.
The amount of information available to SCAS NHS 111 is fairly detailed. In mitigation, the NHS 111 call handlers do not access the GP record, it is only the clinicians that do once the call has been escalated to them
Back to Index


[bookmark: mitigate]Article 35(7)(d)
· Measures to manage, reduce or eliminate risks

What can we do?
What safeguards or measures would mitigate the risks?
Permission to View mitigates against any risks such as the patient not being informed or afforded the opportunity to object.
Whilst it might, at face value, appear unfair to “enable” another route to GP records, by an external organisation, for those patients who had, in good faith, opted-out of the SCR and CHIE, permission to view and the fact that no data is transferred from the GP records database provides strong safeguards and mitigates the risk of “unfairness”.
Individual data sharing agreements, and NHS Digital accreditation requirements, ensure that organisations who can access GP records information via GP Connect are strictly controlled, and require prior authorisation from the surgery.
Good privacy notices, and a widespread information programme, will demonstrate transparency and a willingness to try to ensure that patients understand the new access, and the benefits that it brings to the consumer organisations.
Back to Index




[bookmark: conclusion]Conclusion
· Article 36 – Need for prior consultation with the ICO
Do we need to?

No, we do not need to consult with the ICO prior to making any decision on processing.
Can we disclose, and do we want to disclose? 
GP Connect provides a safe, transparent, consensual, and proportionate way of making relevant and necessary information from the GP record available to organisations currently providing our patients with 
out-of-hours, some in-hours, and emergency, care : SCAS NHS 111, NHUC (our GP out-of-hours provider), and SECAMB. And, perhaps in time, the ED at Frimley Park Hospital.
The strict adoption of “Permission to View” (PTV) ensures compliance with the CLoC, GMC and BMA guidelines on shared record access, and the principles expressed by the NDG. It ensures that we uphold the data subject’s right to be informed, the right to object, and the right not to be surprised by how their personal confidential data is being used.
Where medical information has already been provided to an organisation, PTV mitigates against the disclosure of unnecessary – and therefore excessive – information.
Permission to View is a crucial component of NHS England’s Integrated Urgent Care Service Specification – and so GP Connect fully complies with that.

“5.13.3. Permission to View (PTV)
In situations where the patient may call one organisation then be passed to others, as part of receiving care, any information provided to patients must explain this. This includes capturing permission to view (PTV) of any records. The information provided on the original call must provide a clear and succinct explanation that sets the clear expectations for the patient on how their information will be accessed and used. When closing a call, a summary of what will happen next should include any information that will be provided.”
https://www.england.nhs.uk/wp-content/uploads/2014/06/Integrated-Urgent-Care-Service-Specification.pdf 


And indeed, organisations tendering for such services are including that explicit requirement. For example:

“The Provider will ensure that all staff are trained and understand the importance of information governance, including the requirement for patients to give express permission to view records (PTV) unless a duty of care circumstance arises….”
Integrated Urgent Care Service Specification for East Surrey CCG, Guildford & Waverley CCG, North West Surrey CCG, and Surrey Downs CCG

It should be noted that The National Summary Care Record has a strict PTV policy. 
However, as regards CHIE:
· Currently, the policy remains ambiguous and open to interpretation
“Data accessed under this agreement is subject to explicit consent from the Data Subject where this is practical.  If a health care professional requires access to a data subject’s record and they were unable to obtain consent, they must only access the record where it is of clinical benefit to the patient to do so.  This may apply in cases where a data subject is not present or unresponsive or access to their record is required in order to prepare for a consultation with that data subject.“
“Where practical users should ask the patient before accessing CHIE. If the patient is unconscious or not present but would benefit from use of CHIE, users should exercise their professional judgement.”

· It might be that – similar to Connected Care (a neighbouring LHCR, also “managed” by SCW CSU) – CHIE moves to a complete withdrawal of PTV. That move will, no doubt, occur without any consultation with data controllers or data subjects.
A complete withdrawal of PTV would raise serious data protection issues and would pose serious problems were the CSU to seek practices to sign such a revised data processor contract. Especially if, as appears to be the case, an assertion is also made that the CCG is – somehow - the “lead data controller” for the GP data that the practice uploads to the data processor.


A “core” Summary Care Record, which the overwhelming majority of patients (who have not opted out) have, contains little useful information however – allergies and medication only. In contrast with CHIE, there are no secondary uses of data uploaded to the National Summary Care Record.
Whilst relatively detailed information is available to NHS 111, it is only the clinicians working there that will access the GP record, and then only if the call is escalated to them. And then again, only with permission to view.
It is my conclusion that GP Connect provides a safer, simpler, richer, more transparent, more reliable, and clearly consented (PTV) route to GP records access than either the SCR or CHIE.
It is eagerly sought by SCAS, NHUC and SECAMB, in preference to the SCR and CHIE. It might be the only route of access to GP records for NHUC and SECAMB, and certainly would be the chosen single route for SCAS. 
Those organisations very much want us to provide them with access via GP Connect.
The number of patients for whom a GP Connect derived record would be  accessible is far in excess of those having a SCR or CHIE record. This is principally because very few patients have expressed a 93C1 objection, but many have expressed a SCR (9Ndo) and/or CHIE (9Nd1) objection.
In contrast to CHIE, no data is uploaded, there are no secondary uses, and permission to view is strictly upheld and a permanent information governance feature.
GP Connect provides OHG with ultimate control over such processing – the ability to turn access off at will, and a comprehensive audit feature built in to EMIS Web.
The adoption of GP Connect raises the very real possibility that CHIE will, in time, no longer be used by any of the out-of-hours organisations; such processing (access) then might be viewed as unnecessary (by those organisations) and compete withdrawal from CHIE would be the logical and “data compliant” next step for them. 


And indeed, possibly for OHG, especially as profoundly detrimental (and IMO, unlawful) changes to access governance might be on the cards, and a revised and unacceptable data processor contract – attempting to devolve or shift data controllership from the surgery to the CCG -  might be attempted. As it is, our current data processor contract for CHIE does not meet the requirements of Article 28, let alone any revised one in the pipeline.
The knowledge that saying to “No” to either or both of these changes, or to an inadequate and non-complaint contract, would not impact on the ability of SCAS/NHUC/SECAMB to access GP records (via GP Connect) will  be of considerable benefit and reassurance.
We will need to ensure a comprehensive campaign to inform our patients of any such new processing, and of their right to opt-out. They must be afforded the opportunity to opt-out before such access is turned only. My suggestion would be for a (maximum) 2 week publicity programme, with the intention of turning on GP Connect records as soon as is reasonable given the current demands placed upon NHS 111.

We should not promote, encourage, or endorse data sharing methods that disregard permission to view and that both threaten data subject rights and ignore sound governance advice from reputable organisations such as the NDG, the GMC, and the BMA.
LHCRs, in particular, that ignore, or plan to ignore, permission to view are (in my opinion) archaic and profoundly paternalistic in their approach to the data subjects that they purport to serve.
We can, and in my opinion should, endorse and promote any data sharing project that upholds such data subject rights, ensures permission to view, and ensures full control by GP surgeries, as a sound replacement for the LHCRs that disregard those fundamental principles.

Back to Index


[bookmark: signoff]Sign Off

This DPIA will:
· Be circulated to all GP partners at OHG to decide whether to proceed with such processing, in line with our DPIA policy
· In the event of agreement to proceed with this project, be published and available to patients, linked to within our privacy notice for this processing
· Therefore, be disclosable under FOI
· Therefore, be publicly available

Dr Neil Bhatia
[image: ]
GP, IG/FOI/Records Access lead, Caldicott Guardian, DPO
Oakley Health Group

Date: 


[bookmark: app1]Appendix 1 – Attached Documents
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Data Protection Impact Assessment Template

H3

Article 35 of the General Data Protection Regulation 2016 (GDPR) requires that a Data Protection
Impact Assessment (DPIA) is undertaken where there are ‘high risks to the rights and freedoms of
natural persons resulting from the processing of their personal data’.

The use of Privacy Impact Assessments has become common practice in the NHS to achieve
compliance with the NHS Digital Information Governance Toolkit (now the Data Security and
Protection toolkit) and DPIAs build on that practice. The GDPR identifies a number of situations where
the processing could be considered high risk and where a DPIA is a legal requirement, including:

a)
b)
c)

d)
e)

f)

9)
h)

)

profiling and automated decision making

systematic monitoring

the use of special categories of personal data including sensitive data (health and social
care)

data processed on a large scale

data sets that have been matched or combined

data concerning vulnerable data subjects (includes processing where the Controller could be seen
to demonstrate an imbalance of power over the data subject e.g. Employer and Employee
technological or organisational solutions

data transfer outside of the EU and

processing which limits the exercising of the rights of the data subject

The simple screening questions (below) should be completed for every project / proposal - any ‘Y’ yes
answers indicate a DPIA is probably required. If in doubt consult the CCG Data Protection Officer.

Screening questions

Will the processing involve a large amount of personal data and affect a large number | Y
of data subjects?

Will the project involve the use of new technologies? N

Is there the risk that the processing may give rise to discrimination, identity theft or Y
fraud, financial loss, damage to the reputation, loss of confidentiality of personal data
protected by professional secrecy (e.g. health records), unauthorised reversal of
pseudonymisation®, or any other significant economic or social disadvantage?

Is there the risk that data subjects might be deprived of their rights and freedoms or N
prevented from exercising control over their personal data?

Will there be processing of genetic data, data concerning health or data concerning Y
sex life?

! 'pseudonymisation' means the processing of personal data in such a manner that the personal data can no
longer be attributed to a specific data subject without the use of additional information, provided that such
additional information is kept separately and is subject to technical and organisational measures to ensure that
the personal data are not attributed to an identified or identifiable natural person
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Are the data to be processed revealing racial or ethnic origin, political opinions,
religion or philosophical beliefs, or trade union membership?

Will there be processing of data concerning criminal convictions and offences or
related security measures?

Will personal data of vulnerable natural persons, in particular of children, be
processed?

Will personal aspects be evaluated, in particular analysing or predicting aspects
concerning performance at work, economic situation, health, personal preferences or
interests, reliability or behaviour, location or movements, in order to create or use
personal profiles?

Will the project include a systematic and extensive evaluation of personal aspects
relating to natural persons which is based on automated processing, including
profiling, and on which decisions are based that produce legal effects concerning the
natural person or similarly significantly affect the natural person (e.g. a recruitment
aptitude test which uses pre-programmed algorithms and criteria)?

Will there be a systematic monitoring of a publicly accessible area on a large scale
(e.g. CCTV)?

A DPIA is designed to describe the processing, assess the necessity and proportionality of the

processing and to help manage the risks to data subjects.

DPIAs are also important tools for

demonstrating accountability, as they help controllers to comply with the requirements of the GDPR.
Under the GDPR, non-compliance with DPIA requirements can lead to fines imposed by the
Information Commissioners Office (ICO); this includes not carrying out a DPIA, carrying out a DPIA in
an incorrect way or failing to consult the ICO where required.

Please complete this document in conjunction with the DPIA Guidance Document. The Data
Protection Officer should be consulted before completing a DPIA in order to provide specialist advice
and guidance. The DPO must provide their comments (see 7.1 below) and must provide ongoing
guidance should any review of a completed DPIA indicate outstanding or unmitigated risks or

recommendations that require consideration prior to their acceptance or rejection.

After DPO comments have been completed, if it has been decided to submit the DPIA to the SCW
CSU IG Panel please send it to SCWCSU.IGEnquiries@nhs.net

| For IG Team use only Data Protection Officer
Date received: 10.05.2019 & Date consulted:
17/01/20
Received from: Hayley Comments received:
Matthews
DPIA tracking number: H8 Date of sign off:
Date of DPIA panel: 14.05.2019 &
21/01/20
Date reviewed: 14.05.2019 &
21/01/20
Date feedback given: 14.05.2019
21/01/2020
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Background Information

Project/Activity Name: | GP Connect Date of DPIA 14.05.2019
submission: 22.01.2020
Project/Activity Leads | Josh Horder Project/Activity Leads j.horder@nhs.net
Name: Digital Programme Contact Details: 07825 424265
Manager
Sponsor (e.g. Project | Hampshire and Isle of Lead Organisation: SCW
Board): Wight Sustainability and
Transformation
Partnership

Name of individual submitting this DPIA/Key contact:
Josh Horder, Digital Programme Manager, H&IOW Sustainability and Transformation Partnership

Confirm that the Data Protection Officer has been informed of this DPIA and the date:

Brief description of proposed overall activity and activity period:

This is a review of the process and purpose of the GP Connect Programme. The main aim is to
facilitate the NHS 111 service to directly book GP appointments through the Adastra system used by
South Central Ambulance Service Foundation Trust (SCAS, Hampshire 111 service provider) and Isle
of Wight NHS Trust (IOWT, IOW 111 service provider) for patients using the service. The GP connect
programme also include two further elements a HTML view of the patients GP Records and Access
Records: Structured the latter will be covered by another DPIA once the programme moves to the next
stage.

The two elements of this DPIA are to recognise the requirements of the Direct booking facility and the
HTML view.

Direct Booking facility

The Direct Booking facility does not include sharing of GP records with the 111 service provider,
however as part of the booking of an appointment a 111 case report is sent to the surgery by way of
Interoperability Toolkit message (ITK) which will be automatically sent to the GP practice system and
attach to the patient record. At this time, only the clinicians will have the ability to book an appointment
directly but as the service embeds this may become available to the call handlers in the same way as in
other areas. The below depicts the direct booking view from the Adastra system, note this is only
available to clinician and not as depicted to call handlers.
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HTML view

The HTML view requires a Data Sharing Agreement and sign up of the practices to, through their EMIS
or TPP clinical system, facilitate Clinical staff from the 111 Service to view and treat the patients in a
timely manner using available clinical records in a rea only view. The HTML view is not stored or
downloadable through the Adastra system and only available during the clinical triage process.

The below depicts the HTML view that can be available on agreement from a practice to the clinicians in
111.

Clinical Users = GP Connect Tab (access the HMTL)
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The relevant lead in each area will complete the End User Organisational Declaration (EUOD) form as
required by NHS Digital and the individual practices through their system will be required to enable the
GP connect configuration (below example)
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GP Connect Configuration
P Connect
GP Connect makes patient information from different <inical systems avalible to cinicans at different
organsations.
HTML Views

Sendces for accessng sections of a patient’s primary Caré récord in an unstructured and
pre-rendered format (HTML).

Foundation
Serices that form prerequstes for using other GP Connect services. Examples: senices for

dentfyng organsatons, bcations, practtioners and patints

Appointments
Sendces for booking and managing appontmeants.

Structured Record

Senvces for consuming and providing a patient’s GP record in a structured and coded format that

s machine readable.

Back OK Cancel

The SPINE will be configured by NHS Digital to ensure patients using the 111 service are correctly
mapped to their practice; this should mitigate any risk of patients being booked into an appointment at
the wrong practice.

NHS England have stated their intention that direct booking by clinicians from 111 CAS

(Clinical assessment service) into GP practice clinical systems should be rolled out universally as soon
as possible. General Practitioner Committee (GPC) notes that there are potential benefits of direct
booking into practice clinical appointment systems for patients and practices.

Background: why is the new system/change in system/sharing of information/data processing required?

It is a core requirement for 111 Clinical assessment services to book directly into practice appointment
systems. This will be done via the NHS Digital interoperable solution called GP Connect which enable
practices using various patient record data bases to be accessed in one platform.

NHS Digital will monitor access which will be audited by them. This will not involve any accessing of
Personal Confidential Data.

111 will deliver a clear service offer for patients, with a key aspect of being able to offer directly booked
appointments via NHS 111 into general practice, once the patient has been triaged by a clinician and
deemed suitable for this approach.

The GP Connect programme is supporting the development of products which will enable different
systems to communicate so that clinicians in different care settings can:

e view a patient’'s GP practice record with Access Record: HTML
¢ manage GP appointments with Appointment Management
e import or download data on a patient’s medicines and allergies with Access Record: Structured

This will save time for clinicians, and provide better, more convenient care for patients. It will also help
meet targets under NHS England’s Improving Access To General Practice programme.

The programme supports Extended Access Providers, will support the creation of Primary Care
Networks and the Local Health Care Record Exemplar approaches highlighted in the NHS 10-year plan.

Does the delivery of the project involve multiple organisations? If yes — please name them, and their
project lead details:

111 service delivered by South Central Ambulance Service
111 service delivered by IOW Foundation Trust
North Hants CCG
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Fareham & Gosport CCG

South Eastern Hampshire CCG

North East Hants & Farnham CCG

West Hants CCG

Portsmouth CCG

IOW CCG

Surrey Heath

Southampton CCG

Participating GP Practices - See List embedded below:

il
[H]
GP Practice
Appointment List v7.(

Other Key Stakeholders and consultees:
NHS Digital

EMIS Clinical system

TPP Clinical system

Does the DPIA link to any procurement activity? What stage of the procurement are you at?
This is a national programme rolled out by NHSE/Dept. of Health and NHS digital so requires no
procurement.

Does the project link to any other project management activity?
No

Where the DPIA relies upon documents submitted as part of PMO activities, please detail them
here and attach them as part of your submission:
N/A

Has anything similar been undertaken before? If yes please detail:
This is a national requirement and other CCGs in the HIOW area have already gone live with 111
accessing GP appointments.

1. Information/Data — categories/legal basis/collection/flows/responsibility

(you should be able to complete this part of the DPIA from existing project
plans/commissioning plans or other activity outcome document)

1.1
What categoryl/ies of data/information will be used as part of this proposed activity?
(indicate all that apply)

Y/N | Complete first
Personal Data Y 1.2
Special Categories of Personal Data Y 1.2
N

Consider if a DPIA is
appropriate

Personal Confidential Data Y 1.2
Sensitive Data (GDPR definition Article 10) N 1.2

Commercially Confidential Information
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Pseudonymised Data N 1.2

Anonymised Data Y Consider at what point the data
is to be anonymised

Other (please detail) N Consider if aDPIA is
appropriate

1.2
What conditions for processing are you proposing to rely upon to process this
Data/Information?

Article 6 of the GDPR conditions for processing are as follows: Y/N
a) The Data Subject has given explicit consent N
Complete section 1.3 to 1.5 below

b) It Is necessary for the performance of a contract to which the data subject is N

party
Give details of the contract in 1.6 below

c) Itis necessary under a legal obligation to which the Controller is subject N
Give details of the legal obligation in 1.7 below

d) Itis necessary to protect the vital interests of the data subject or another natural N
person
Describe the circumstances where this would apply in the context of this
DPIA/project in 1.8 below

e) lItis necessary for the performance of a task carried out in the public interest or Y
under official authority vested in the Controller
Give details of the public interest task or details of where the Controller derives
their official authority from in 1.9 below
f) Itis necessary for the legitimate interests of the Controller or third party (can only N
be used in extremely limited circumstances by Public Authorities and must not be
used for the performance of the public tasks for which the authority is obligated
to do)
Give explicit detail in 1.10 as to the legitimate interest if you are completing on
behalf of a Public Authority

1.3 — complete if relying on 6(a) above
Why are you relying on explicit consent from the data subject?
NA

1.4 — complete if relying on 6(a) above

What is the process for obtaining and recording consent from the Data Subject? (how, where,
when, by whom)

Include proposed consent form for review:

NA

1.5 — complete if relying on 6(a) above

How do the proposed consent statements comply with Data Protection Legislation
requirements including the right to withdraw consent and how they can do this? (thereis a
checklist that can be used to assess this)

NA
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1.6 — complete if relying on 6(b) above
What contract is being referred to?
NA

1.7 — complete if relying on 6(c) above
Identify the legislation or legal obligation relied upon for processing
NA

1.8 — complete if relying on 6(d) above
How will you protect the vital interests of the data subject or another natural person?
NA

1.9 — complete if relying on 6(e) above

What statutory power or duty does the Controller derive their official authority from?
CCG - Health and Social Care Act 2012:

14R - Duty as to improvement in quality of services

14S - Duty in relation to quality of primary medical services

1471 - Duty as to promoting integration

GP Practice - GMS Contract between the CCG and the Practices for the provision of Direct Patient
Care Services.

111 Service - NHS Contract between the CCG and the 111 Service for the provision of Direct Patient
Care Services.

1.10 — complete if relying on 6(f) above

What is the legitimate interest relied upon? See guidance for further information on where
this can be used.

NA
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1.11
If using special categories of personal data, a condition for processing under Article 9 of the
GDPR must be satisfied in addition to a condition under Article 6.

Article 9 conditions are as follows:

a) The Data Subject has given explicit consent

b) For the purposes of employment, social security or social protection

c) Itis necessary to protect the vital interests of the data subject or another natural
person where they are physically or legally incapable of giving consent

d) Itis necessary for the operations of a not-for-profit organisation such as political,
philosophical, trade union and religious body in relation to its members

e) The data has been made public by the data subject

f) For legal claims or courts operating in their judicial category

g) Substantial public interest

h) processing is necessary for the purposes of preventive or occupational medicine,
for the assessment of the working capacity of the employee, medical diagnosis,
the provision of health or social care or treatment or the management of health or
social care systems and services on the basis of Union or Member State law or
pursuant to contract with a health professional and subject to the conditions and
safeguards referred to in paragraph 3 (see note below)

i) processing is necessary for reasons of public interest in the area of public health, N
such as protecting against serious cross-border threats to health or ensuring high
standards of quality and safety of health care and of medicinal products or
medical devices, on the basis of Union or Member State law which provides for
suitable and specific measures to safeguard the rights and freedoms of the data
subject, in particular professional secrecy

ZZZ%

pd

<|Z|Z2|Z2

1.12

What is the purpose for using this data/information?

To allow 111 Clinical assessment services to book directly into Practice EMIS/TPP appointment
systems and to enable through agreement access to a HTML view of the patients Primary Care
Record

1.13

Are any of the data subject to a duty of confidentiality (e.g. clinical records, OH details,
payroll information)? If so, please specify them.

Yes, Clinical information (view Primary Care Record, HMTL)

1.14

If the processing is of data concerning health or social care, is it for a purpose other than
direct care?

No

1.15

What is the scale of the processing (i.e. (approximately) how many people will be the subject
of the processing)?

Each Practice will open a defined amount of appointments for direct booking — see embedded list at
page 3. Any patient within the Hampshire and Isle of Wight geographical location using the 111
service (where the Practice has signed up to share a HTML view of their record)

1.16

How is the data/information being collected?

(e.g. verbal, electronic, paper)

Electronically through GP and SCAS/IOWT systems (EMIS, TPP & Adastra)
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The data, in this case the primary care record, is read only if pre-configured rules allow and DSA’s
will be in place to do so. It is pulled into a read only HTML API viewer that the Adastra system and
user can read. This includes all record data including free text, but without documents.

1.17

How is the data/information to be edited?

At source by relevant Data Controller i.e. SCAS, IOWT or GP Practice (note SCAS only have a read
only view of the Primary Care Record and will be unable to make any changes)

Data will be edited and deleted in accordance with NHS & BMA guidelines. GP Practice would need
to contact the patient directly to alter the appointment

1.18

How is the data/information to be quality checked?

Each Data Controller will be responsible for their data collection and the quality therein which under
contract includes requirements for Quality checks.

The data will be audited by a GP in the Practice and the 111 clinician

1.19

What business continuity or contingency plans are in place to protect the data/information?
Each organisation has a BCP which contributes towards the protection of data/information. All
organisations are DSP Toolkit compliant.

1.20

If required, what training is planned to support this activity?

Prior to going live testing will take place with dummy patients before moving onto live patients
Training will be in place for 111 staff where required

1.21

Who is responsible for the data/information i.e. who will be the Controller/s?

(You may need help from your DPO to assist you).

The 111 service and GP Practices are the data controllers for their respective data.

NHS Digital will be data controller for the auditing data collected from use of the system, no PCD will
be collected.

1.22

Identify any other parties who will be subject to the agreements and who will have
involvement/share responsibility for the data/information involved in this project/activity.
EMIS

SystmOne

Adastra - 111 Clinical system

NHSD/GP Connect

1.23

Name the Data Custodian/Information Asset Administrator and Information Asset Owner
supporting the project/area/team this activity relates to?

These roles will be identified within the Controller organisations.
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2. Information/Data — linkage/sharing/flows/agreements/reports/NHS Digital

(you may need help from your Information Governance Lead and your Business
Intelligence or Data Management support team to assist with this part of the DPIA)

2.1

Please detail any proposals to link data sets in order to achieve the project/activity aims?
Please detail the data sets and linkages.

None proposed

2.2
What are the Data Flows?
(Please detail and/or attach a data flow diagram)

GP Connect
Overview v1.0.pdf

2.3
What are you proposing to share as a result of this activity? If so please detail all of the
following;

» What data/information is being shared? — Full patient record from the practice shared. Not
including documents at this time. HTML view only available during clinical triage and is not
locally stored or downloaded by SCAS/IOWT

Why is this data/information being shared? — for direct care of patient

Who are you sharing with? — GP is sharing with 111 service provider

How will the data/information be shared? — Electronically through Clinical systems via GP
connect

YV V

2.4

What data sharing agreements are or will be in place to support this sharing?

A signed data sharing agreement will be in place with Primary Care and SCAS/IOWT. The
agreement will allow 111 to view the HTML Primary Care Record in the Adastra system for the
purpose of conducting a clinical triage. The direct booking facility is not considered at this time to
require a DSA however if further national guidance changes the DSA can be updated to reflect
additional requirements

@j

Data Sharing
Agreement for GP Co

(IOW Trust DSA to be adapted from this document)

2.5
What reports will be generated from this data/information?
Usage reports will be provided to the CCG

Data Protection Impact Assessment
Version 1.0 Final
May 2018

Page 11 of 18





SCW

2.6

Does this activity propose to use Data that may be subject to or require approval from NHS
Digital?

No

2.7

If using NHS Digital data, is the new use covered by the purposes agreed under the existing
Data Sharing Agreement?

N/A

3. Information/Data — Security

(you may need help from your IT department or Information Security specialists to
assist with this part of the DPIA)

3.1
Are you proposing to use a third party/processor/system supplier as part of this
project/activity?

If so please detail the name and address of the Processor:
NHS Digital

3.2

Has the third party/processor/system supplier met the necessary requirements under the
GDPR?

NHS Digital is GDPR compliant

3.3
Is the third party/processor/system supplier registered with the Information Commissioner?
NHS Digital is registered with the ICO - 28959110

3.4
What IG assurances has the third party/processor/system supplier provided (e.g. in terms and
conditions/contract/tender submission)?

Data Protection
Impact Assessment -

35

Provide details of the Data Security Protection Toolkit compliance level of the third
party/processor/system supplier?

NHS Digital have submitted a compliant DSP Toolkit for 18-19

3.6
How will the data/information be stored?
Electronically in the GP and 111 Adastra system.

3.7

Where will the data/information will be stored?

(Include back-ups and copies)

The patient record will be stored in the Registered GP practice’s clinical system.
Appointment management information will be stored in the GP practice appointment book.
SCAS/IOWT will store the 111 service interactions in Adastra.
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3.8

How is the data/information accessed?

The 111 service will utilise their Adastra system to create and record interactions with 111 service
users, through the GP Connect Programme, with the configuration of the SPINE and agreement from
GP Practices, Clinicians in the 111 service will have electronic access to view a HTML instance of
the Primary Care Records and will have the facility to directly book appointments with the Patients
Practice

3.9

How will user access be controlled and monitored depending on role?

Audit Trails and Role based access depending on Adastra user groups and through SMART card
role based access.

3.10

As part of this work is the use of Cloud technology being considered either by your own
organisation or a 3" party supplier?

No

3.11

What security measures will be in place to protect the data/information

(e.g. physical, electronic etc.)

Regular audits will take place to monitor access of patient records.

Role based access to systems

Each clinical system has robust cyber security measures in place to protect the information contained
within using N3 connections (and its replacement).

Smart Cards are utilised by the clinicians to enable access to the clinical systems

3.12
Are you transferring any data outside of the EEA?
NO

3.13

What System Level Security Policy is in place or required?
EMIS SLSP

TPP SLSP

Adastra - 111 clinical system SLSP

GP connect - Spine Core SLSP

3.14

What Data Processing Agreement is or will be in place with the third party/processor/system
supplier?

NHS Digital agreements in place

SCAS, IOWT and GP practices have contracts/agreements in place with their clinical system
provider.

3.15

Does the contract with the third party/processor/system supplier contain all the necessary IG
clauses? Note: if using an NHS standard contract for the provision of services then it is
mandatory for a Data Security Protection Toolkit to be completed.

Yes — NHS Digital agreements in place

Clinical system providers have appropriate contracts in place
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3.16

Who will be responsible for monitoring the contract/Data Processing Agreement with the third
party/processor/system supplier?

SCW and GP practices/SCAS/IOWT for their respective contacts/agreements.

3.17

What Data Sharing Agreement (DSA) is in place/amended/required with NHS Digital that
includes the third party/processor/system supplier (where appropriate — see 2.6 and 2.7 above)
N/A

4. Individual Rights - notification/retention/access/deletion/rectification/portability

(you may need help from your Information Governance lead to assist with this part of the
DPIA)

4.1

What changes are proposed to Fair Processing Notices of the organisations involved (Privacy
Notices)? (there is a checklist that can be used to assess the potential changes required)
Practices have Fair Processing Notices and will update to meet the service requirements before the
service commences. 111 Providers and Practices to include reference to the GP connect programme
in their FPN directing the public to the NHS Digital website for further information.

4.2

Please set out the process for responding to requests under the right of access by data
subjects.

GP, SCAS and IOWT have right of Access process in place to respond to requests for the data they
are controllers for.

4.3

Please detail how this data will be made portable if requested by the data subject. (Please see
guidance for details on when this right is available).

Via GP and SCAS/IOWT Process

Records can be made available through the clinical system provider should there be a requirement to
transfer the records to a new provider.

4.4

Please detail how data subjects will be able to request the erasure of the data being
processed. (Please see guidance for details on when this right is available).

Via GP and SCAS/IOWT Process

4.5

How long is the data/information to be retained?

This will be held in-line with Provider policies and in accordance with national Records Management
Code of Practice

4.6

How will the data/information be archived?

Each participant will adhere to the established retention policies in place which are aligned with
national guidance. Patient record remains live during the patient’s lifetime, after which the record will
be archived/destroyed in line with NHS national guidance
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4.7
What is the process for the destruction of records?
Via the GP Practice and SCAS/IOWT which follows NHS guidance and procedures

4.8

How will it be possible to restrict the processing of personal data about a particular individual
should this become necessary? (Please see guidance for details on when this right is
available).

GP & SCAS/IOWT process on restricting data and purposes of processing

4.9

If the organisation/service ceases what will happen to the data/information?

Data will remain in EMIS/TPP and/or transferred to the new Primary Care Provider as instructed by
NHS England.

111 service data will be retained by SCAS/IOWT in their clinical system or secure servers as
appropriate or archived as instructed by NHS England should the organisation cease.

4.10
What plans are in place in relation to the internal reporting of a personal data breach?
Breach reporting policies in place for SCAS/IOWT and GP Practices

4.11

What plans are in place in relation to the notification of data subjects should there be a
personal data breach?

As per national requirements and the breach reporting policies in place for SCAS/IOWT and GP
Practices

4.12
Will any personal data be processed for direct marketing purposes? If yes please detail.
No

4.13
Will the processing result in a decision being made about the data subject solely on the basis
of automated processing (including profiling)? If Yes, is the decision:
e necessary for entering into, or performance of, a contract between the data subject and a
data controller
e authorised by law
e based on the data subject’s explicit consent

No
4.14
Please describe the logic involved in any automated decision-making.
N/A
5. Risks, issues and activities
5.1

What risk and issues have you identified? The DPO can provide advice to help complete this
section

Data Protection Impact Assessment
Version 1.0 Final
May 2018

Page 15 of 18





SCW

Describe the source of risk and nature of Likelihood of | Severity of Overall risk
potential impact on individuals. harm harm
Include associated compliance and corporate Rem_ote, ’V.“”'Ff.‘a'v LOW’.
fisks as necessar possible or significant or Medium or
Y probable severe high
None
5.2

medium or highriskin 5.1

Identify additional measures you could take to reduce or eliminate risks identified as

Risk Options to reduce or Effect on risk | Residual Measure
eliminate risk risk approved
Eliminated, Low, Yes/no
reduced or medium or
accepted high
None
5.3

Are there any known activities that will have a direct effect on this piece of work?
Configuration of the SPINE, activation of sharing through GP Clinical system, sign up of DSA where

required.

54

Any further comments to accompany this DPIA that the panel should consider?

No

6.1

Will any other stakeholder(s) (whether internal or external) need to be consulted about the
proposed processing (e.g. NHSE Central team, Public Health England, NHS Digital, the Office

for National Statistics)?

This is a national NHS England and NHS Digital programme of work supported regionally by the GP

Connect Steering Group

6.2

What was/were the outcomes(s) of such consultation?

Approved implementation of the service and decision on clinician use of Direct Booking facility and

HTML view of clinical record only.

6.3

Will you need to discuss the DPIA or the processing with the Information Commissioners

Office?
No

7.1
Comments/observations/specific
issues
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8. Cyber Security Manager completion only

8.1
Comments/observations/specific
issues

None

9. Business Intelligence/Data Manager completion only

9.1
Comments/observations/specific
issues

None

10. Records Manager completion only

10.1
Comments/observations/specific
issues

None

11. Outcome of IG Panel (where requested)

outcome is as follows:

Reviewed with no further recommendations:

recommendations there are

a) No unmitigated or identified risks outstanding

Based on the information contained in this DPIA along with any supporting documents, the

The panel consider that, subject to the consideration and acceptance of the

Residual risks and nature of potential impact on Likelihood | Severity | Overall
individuals. of harm of harm risk
Include associated compliance and corporate risks as Rempte, 'V.“”'Fr.‘a" LOW'.
possible or | significant | Medium
necessary. .
probable or severe | or high
None

medium or high risk above

Additional measures you could take to reduce or eliminate residual risks identified as

Risk

Options to reduce or

eliminate risk

Effect on | Residual | Measure
risk risk approved
Eliminated, | Low, Yes/no
reduced or | medium
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accepted or high

None

Signed on behalf of the DPIA panel, NHS South, Central and West Commissioning Support Unit
subject to any recommendations detailed above:

Signed by

Name: ...... Greg SNEIGrOVE .. .o e

Job Title: ...... Head of GOVErNANCE SEIVICES .....uiuiniiiie e e
Signature: ...... % ...........................................................

Date: ............ 22/01/2020......ccoeieeeiiieen,

Please note:

It is the responsibility of the Project/Activity Lead to notify the appropriate Information Asset
Owner/Data Custodian/Information Asset Administrator for them to add to the Information Asset
Register and Data Flow Mapping.

This DPIA will be disclosed if requested under the Freedom of Information Act (2000). If there are any
exemptions that should be considered to prevent disclosure they should be detailed here:

None
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GP Connect Data Sharing Agreement



Between



[Name of Practice]

and

South Central Ambulance Service NHS Foundation Trust



[bookmark: _Toc504048700]






Summary

This Data Sharing Agreement is written to provide an overarching commitment to ensure that the appropriate sharing of information for the GP Connect Programme is in accordance with Data Protection Legislation and all other applicable legal requirements.

[bookmark: _Toc30078957]OBJECTIVES

The GP Connect programme is supporting the development of products which will enable different systems to communicate so that clinicians in different care settings can:

· view a patient’s GP practice record with Access Record: HTML

· manage GP appointments with Appointment Management

There is a requirement in the GMS contract for practices to make available a proportion of their appointments for direct booking via NHS 111, where the functionality exists.

This sharing agreement will support the sharing of the HTML view of GP Primary Care Records into the 111 Service provider’s clinical systems

The NHS 111 assessment process

Any patient contacting NHS 111 will initially go through a NHS Pathways assessment; NHS Pathways triage works on a basis of ruling out, rather than diagnosing. Once NHS Pathways triage gets to a point where it can no longer safely rule something out it will result in an outcome, which is termed the ‘disposition’. If this assessment shows a patient needing a face to face primary care booking, at this point the case can be referred to a clinician with access to a HTML view of the patient GP Primary Care Record for further assessment.

Direct booking from the NHS 111 service into the practice will be enabled where a clinician has assessed the patient, and deemed them in need of an appointment within a locally agreed list of specific timeframes e.g. within 2, 6, 12 or 24 hours. In some local areas, local agreements with practices are already in place about direct booking by non-clinical call handlers. This is not a contractual requirement but the contract facilitates that those local agreements may continue.
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THIS AGREEMENT is dated 01/03/2019



Parties	



(1)	South Central Ambulance Service NHS Foundation Trust, (ICO Registration number: Z9522464) 7-8 Talisman Road, Bicester, Oxfordshire. OX266HR. For the purposes of this agreement it will be referred to as 111 Direct Booking



AND



(2)	

		Practices names and registered address



		



		



		



		



		



		









(Each a “Party” and together the “Parties”).



[bookmark: _Toc30078958]BACKGROUND



(A)		The Controllers wish to enter into a Data Sharing Agreement to ensure that Personal Data is shared and processed in line with Data Protection Legislation and organisational responsibilities.



[bookmark: _Toc508636298][bookmark: _Toc508636299](B)	This Agreement sets out the Data that will be shared by each Controller and the proposed uses for that shared pool of data by all organisations party to this agreement.





[bookmark: _Toc30078959]AGREEMENT



[bookmark: _Toc30078960]DEFINITIONS AND INTERPRETATION



1.1 In this Agreement the following words and phrases shall have the following meanings, unless inconsistent with the context or as otherwise specified:



Anonymisation describes the approved process and techniques to convert Personal Data and Special Categories of Personal Data into data that does not identify or enable the identification of living individuals;



CCG shall mean the Clinical Commissioning Group;



Commencement Date shall have the meaning given in section 2 of the Agreement;



Controller shall mean a “data Controller” for the purposes of the Data Protection Legislation and a “Controller” for the purposes of the GDPR and the LED (as such legislation is applicable);



Data Protection Legislation means (i) the DPA 2018 (ii) the GDPR, the LED and any applicable national Laws implementing them as amended from time to time, (iii) all applicable Law concerning privacy, confidentiality or the processing of personal data including but not limited to the Human Rights Act 1998, the Health and Social Care (Safety and Quality) Act 2015, the common law duty of confidentiality and the Privacy and Electronic Communications (EC Directive) Regulations;



Data Protection Officer means the officer referred to in Articles 37 to 39 (inclusive) of GDPR, and the contact details for each Party’s Data Protection Officer (as at the date of this Agreement) are set out in the Agreement;



Data Subject means a data subject (as that term is defined in Data Protection Legislation) and in particular a data subject of the type(s) referred to in the Agreement;



DPA 2018 means the Data Protection Act 2018;



Duration means the duration of this Agreement;



GDPR means the General Data Protection Regulation (Regulation (EU) 2016/679);



Law means any law or subordinate legislation within the meaning of Section 21(1) of the Interpretation Act 1978, bye-law, enforceable right within the meaning of Section 2 of the European Communities Act 1972, regulation, order, regulatory policy, mandatory guidance or code of practice, judgment of a relevant court of law, or directives or requirements with which SCW CSU is bound to comply;



LED means the Law Enforcement Directive (Directive (EU) 2016/680);



Personal Data shall take the meaning given in the Data Protection Legislation and more specifically means the personal data type(s) described in Section 3 of the Agreement; 



Personal Data Breach means an actual breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, any of the Personal Data transmitted, stored or otherwise Processed by any of the Parties to this agreement or any of its Sub-processors;



Processor shall mean a “data processor” for the purposes of the Legislation and a “processor” for the purposes of the GDPR and the LED (as such legislation is applicable);



Processing (and cognate terms, including Process and Processed) shall have the meaning given in the Data Protection Legislation;



Pseudonymisation shall take the meaning given in the Data Protection Legislation; 



IG Assessment means the latest NHS Information Governance toolkit self-assessment (or any future toolkit self-assessment format) that has been submitted prior to the Commencement Date;



Special Categories of Personal Data shall take the meaning given in the Data Protection Legislation;



Sub-processor means any third party appointed to process Personal Data on behalf of any of the signatories to this Agreement; 



Third Country means a state or jurisdiction other than the United Kingdom or EU member state, and also means any international organisation (as that term is defined in GDPR); and



Working Day means a day other than a Saturday, Sunday or bank holiday in England



1.2 [bookmark: _Toc514681968][bookmark: _Toc514748521][bookmark: _Toc514681969][bookmark: _Toc514748522][bookmark: _Toc508385936][bookmark: a1015616][bookmark: _Toc514681971]A person includes a natural person, corporate or unincorporated body (whether or not having separate legal personality).



1.3 [bookmark: a880804][bookmark: _Toc514681974]A reference to a statute or statutory provision is a reference to it as amended, extended or re-enacted from time to time.



1.4 [bookmark: a182473][bookmark: _Toc514681975]A reference to a statute or statutory provision shall include all subordinate legislation made from time to time under that statute or statutory provision.



1.5 Trusted Organisation - All organisations that satisfy all general and specific obligations set out in this document.



1.6 Information - All data (including personal, demographic, sensitive and patient information) in whatever form.



[bookmark: _Toc514681978][bookmark: _Toc514748531][bookmark: _Toc514748634][bookmark: _Toc514748723][bookmark: _Toc514748811][bookmark: _Toc514748899][bookmark: _Toc514748988][bookmark: _Toc514749075][bookmark: _Toc514749159][bookmark: _Toc514749240][bookmark: _Toc514749317][bookmark: _Toc514749395][bookmark: _Toc514681979][bookmark: _Toc514748532][bookmark: _Toc514748635][bookmark: _Toc514748724][bookmark: _Toc514748812][bookmark: _Toc514748900][bookmark: _Toc514748989][bookmark: _Toc514749076][bookmark: _Toc514749160][bookmark: _Toc514749241][bookmark: _Toc514749318][bookmark: _Toc514749396][bookmark: _Toc514681980][bookmark: _Toc514748533][bookmark: _Toc514748636][bookmark: _Toc514748725][bookmark: _Toc514748813][bookmark: _Toc514748901][bookmark: _Toc514748990][bookmark: _Toc514749077][bookmark: _Toc514749161][bookmark: _Toc514749242][bookmark: _Toc514749319][bookmark: _Toc514749397][bookmark: _Toc514681981][bookmark: _Toc514748534][bookmark: _Toc514748637][bookmark: _Toc514748726][bookmark: _Toc514748814][bookmark: _Toc514748902][bookmark: _Toc514748991][bookmark: _Toc514749078][bookmark: _Toc514749162][bookmark: _Toc514749243][bookmark: _Toc514749320][bookmark: _Toc514749398][bookmark: _Toc30078961]DURATION



1.7 This Agreement shall commence on the Commencement Date.



1.8 This agreement will remain in place until it reaches the end of the contract.



1.9 This agreement will be reviewed annually by South Central Ambulance Service NHS Foundation Trust ‘SCAS’.  Any signatory parties can request a review outside of the agreed timeframe if necessary.



1.10 Any proposed change to this agreement must be notified immediately to SCAS, so that the impact of these changes can be assessed.  No changes to this agreement will be effective unless the agreement is amended and signed by all parties. 



1.11 If any party wishes to leave this agreement they must contact SCAS, who will provide additional advice and guidance.

[bookmark: _Toc508636304][bookmark: _Toc508636305][bookmark: _Toc508636306][bookmark: _Toc508636307][bookmark: _Toc514681983][bookmark: _Toc514748536][bookmark: _Toc514748639][bookmark: _Toc514748728][bookmark: _Toc514748816][bookmark: _Toc514748904][bookmark: _Toc514748993][bookmark: _Toc514749080][bookmark: _Toc514749164][bookmark: _Toc514749245][bookmark: _Toc514749322][bookmark: _Toc514749400][bookmark: _Toc514681984][bookmark: _Toc514748537][bookmark: _Toc514748640][bookmark: _Toc514748729][bookmark: _Toc514748817][bookmark: _Toc514748905][bookmark: _Toc514748994][bookmark: _Toc514749081][bookmark: _Toc514749165][bookmark: _Toc514749246][bookmark: _Toc514749323][bookmark: _Toc514749401][bookmark: _Toc514681985][bookmark: _Toc514748538][bookmark: _Toc514748641][bookmark: _Toc514748730][bookmark: _Toc514748818][bookmark: _Toc514748906][bookmark: _Toc514748995][bookmark: _Toc514749082][bookmark: _Toc514749166][bookmark: _Toc514749247][bookmark: _Toc514749324][bookmark: _Toc514749402][bookmark: _Toc514681986][bookmark: _Toc514748539][bookmark: _Toc514748642][bookmark: _Toc514748731][bookmark: _Toc514748819][bookmark: _Toc514748907][bookmark: _Toc514748996][bookmark: _Toc514749083][bookmark: _Toc514749167][bookmark: _Toc514749248][bookmark: _Toc514749325][bookmark: _Toc514749403]

[bookmark: _Toc508636309][bookmark: _Toc508636310][bookmark: _Toc508636311][bookmark: _Toc508636312][bookmark: _Toc30078962]PERSONAL DATA SHARING AND PROCESSING



1.12 [bookmark: _Ref514077534]The Personal Data and Special Categories of Personal Data that shall be shared and processed under this Agreement are contained within Appendix A



1.13 The subject matter of the sharing is for the Direct Care of patients using the NHS 111 service as operated by SCAS.



1.14 The purpose/s for the sharing is to assist SCAS to make informed clinical assessments of patients using the 111 service and to enable SCAS to provide a summary of the clinical triage back to the Patients GP Practice when making a direct booking appointment.



1.15 The legal basis which the information will be shared under GDPR 2016 articles are;



Article 6 1(e) : processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller; 



Article 9 2(h) Processing Is necessary for the purposes of preventative or occupational medicine, for the assessment of the working capacity of the employee, medical diagnosis, the provision of health or social care or treatment or management of health or social care systems and services on the basis of union or member state law or pursuant to contract with a health professional and subject to the conditions and safeguards referred to in paragraph 3 of this legislation



[bookmark: _Toc514681989][bookmark: _Toc514748542][bookmark: _Toc514748645][bookmark: _Toc514748734][bookmark: _Toc514748822][bookmark: _Toc514748910][bookmark: _Toc514748999][bookmark: _Toc514749086][bookmark: _Toc514749170][bookmark: _Toc514749251][bookmark: _Toc514749328][bookmark: _Toc514749406][bookmark: _Toc514681990][bookmark: _Toc514748543][bookmark: _Toc514748646][bookmark: _Toc514748735][bookmark: _Toc514748823][bookmark: _Toc514748911][bookmark: _Toc514749000][bookmark: _Toc514749087][bookmark: _Toc514749171][bookmark: _Toc514749252][bookmark: _Toc514749329][bookmark: _Toc514749407][bookmark: _Toc514681991][bookmark: _Toc514748544][bookmark: _Toc514748647][bookmark: _Toc514748736][bookmark: _Toc514748824][bookmark: _Toc514748912][bookmark: _Toc514749001][bookmark: _Toc514749088][bookmark: _Toc514749172][bookmark: _Toc514749253][bookmark: _Toc514749330][bookmark: _Toc514749408][bookmark: _Toc514681993][bookmark: _Toc514748546][bookmark: _Toc514748649][bookmark: _Toc514748738][bookmark: _Toc514748826][bookmark: _Toc514748914][bookmark: _Toc514749003][bookmark: _Toc514749090][bookmark: _Toc514749174][bookmark: _Toc514749255][bookmark: _Toc514749332][bookmark: _Toc514749410][bookmark: _Toc514681995][bookmark: _Toc514748548][bookmark: _Toc514748651][bookmark: _Toc514748740][bookmark: _Toc514748828][bookmark: _Toc514748916][bookmark: _Toc514749005][bookmark: _Toc514749092][bookmark: _Toc514749176][bookmark: _Toc514749257][bookmark: _Toc514749334][bookmark: _Toc514749412][bookmark: _Toc514681996][bookmark: _Toc514748549][bookmark: _Toc514748652][bookmark: _Toc514748741][bookmark: _Toc514748829][bookmark: _Toc514748917][bookmark: _Toc514749006][bookmark: _Toc514749093][bookmark: _Toc514749177][bookmark: _Toc514749258][bookmark: _Toc514749335][bookmark: _Toc514749413][bookmark: _Toc514681997][bookmark: _Toc514748550][bookmark: _Toc514748653][bookmark: _Toc514748742][bookmark: _Toc514748830][bookmark: _Toc514748918][bookmark: _Toc514749007][bookmark: _Toc514749094][bookmark: _Toc514749178][bookmark: _Toc514749259][bookmark: _Toc514749336][bookmark: _Toc514749414][bookmark: _Toc508636316][bookmark: _Toc508636317][bookmark: _Toc30078963]CONFIDENTIALITY



1.16 All parties will, in relation to any Personal Data shared and processed under this Agreement, ensure that their Personnel are subject to appropriate confidentiality undertakings or are under an appropriate statutory obligation of confidentiality.



1.17 A Data Protection Impact Assessment (DPIA) has been drafted to demonstrate the commitment of all Parties to evidence the principles of privacy by design and default and can be found at Appendix B.



[bookmark: _Toc514748553][bookmark: _Toc514748656][bookmark: _Toc514748745][bookmark: _Toc514748833][bookmark: _Toc514748921][bookmark: _Toc514749010][bookmark: _Toc514749097][bookmark: _Toc514749181][bookmark: _Toc514749262][bookmark: _Toc514749339][bookmark: _Toc514749417][bookmark: _Toc514748554][bookmark: _Toc514748657][bookmark: _Toc514748746][bookmark: _Toc514748834][bookmark: _Toc514748922][bookmark: _Toc514749011][bookmark: _Toc514749098][bookmark: _Toc514749182][bookmark: _Toc514749263][bookmark: _Toc514749340][bookmark: _Toc514749418][bookmark: _Toc514682000][bookmark: _Toc514748555][bookmark: _Toc514748658][bookmark: _Toc514748747][bookmark: _Toc514748835][bookmark: _Toc514748923][bookmark: _Toc514749012][bookmark: _Toc514749099][bookmark: _Toc514749183][bookmark: _Toc514749264][bookmark: _Toc514749341][bookmark: _Toc514749419][bookmark: _Toc514682001][bookmark: _Toc514748556][bookmark: _Toc514748659][bookmark: _Toc514748748][bookmark: _Toc514748836][bookmark: _Toc514748924][bookmark: _Toc514749013][bookmark: _Toc514749100][bookmark: _Toc514749184][bookmark: _Toc514749265][bookmark: _Toc514749342][bookmark: _Toc514749420][bookmark: _Toc30078964]SECURITY MEASURES



1.18 Each Party shall implement appropriate technical and organisational measures to ensure a level of security appropriate to the risks concerning the data shared and processed.



1.19 Each Party will ensure as a compliance with the security measures set out in the latest version of the NHS Digital Data Security and Protection (DSP) Toolkit Assessment.  All Parties acknowledge and agree that it has self-assessed their own DSP Toolkit submissions as at a minimum ‘Standards Met’.



1.20 Each Party shall, in relation to any Personal Data shared and processed under this Agreement, ensure that:



1.20.1 the Parties do not share or further process the Personal Data except in accordance with this Agreement;



1.20.2 the Parties do not re-purpose any of the data obtained for the purposes of this agreement;



1.20.3 the Parties are aware of and comply with their duties under this Agreement;



1.20.4 The Parties are aware of the confidential nature of the Personal Data and do not publish, disclose or divulge any of the Personal Data to any third party unless permitted in accordance with signatories.



1.20.5 personnel working for the Parties have undergone adequate training in the use, care, protection and handling of Personal Data



[bookmark: _Toc508636320][bookmark: _Toc508636321][bookmark: _Toc30078965]PROCESSORS AND SUB-PROCESSORS



1.21 The parties to this agreement have existing clinical system providers namely Adastra for SCAS and either EMIS or SystmOne for GP Practices.





[bookmark: _Toc30078966]DATA SUBJECT RIGHTS



1.22 All Parties must assist the Controllers by taking appropriate technical and organisational measures to the extent that, in the absence of such measures, the Controllers shall be unable to comply in accordance with Data Protection Legislation with the exercise by Data Subjects of their rights under the Data Protection Legislation as set out in Articles 12 to 23 of the GDPR



[bookmark: _Toc30078967]SUPPORTING CONTROLLER’S OBLIGATIONS



1.23 All Parties agree to assist the Controllers in ensuring compliance with the obligations set out in Articles 32 to 36 (inclusive) of the GDPR, taking into account the nature of the Processing of the Personal Data pursuant to this Agreement and the information available. 



1.24 Each Controller shall deal with any request or complaint received from a Data Subject in relation to data originating from and held by them and in line with their legislative obligations.



1.25 All Parties shall notify the Controllers’ Data Protection Officer without undue delay (and in any event within twenty-four (24) hours of becoming aware) of an actual Personal Data Breach.  The Controllers shall consult with other Parties before notifying the Information Commissioner (or any other supervisory authority for the purposes of Data Protection Legislation) and before notifying any Data Subjects about any such Personal Data Breach.



[bookmark: _Toc514682007][bookmark: _Toc514748564][bookmark: _Toc514748665][bookmark: _Toc514748754][bookmark: _Toc514748842][bookmark: _Toc514748930][bookmark: _Toc514749019][bookmark: _Toc514749106][bookmark: _Toc514749190][bookmark: _Toc514749271][bookmark: _Toc514749348][bookmark: _Toc514749426][bookmark: _Toc514682009][bookmark: _Toc514748566][bookmark: _Toc514748667][bookmark: _Toc514748756][bookmark: _Toc514748844][bookmark: _Toc514748932][bookmark: _Toc514749021][bookmark: _Toc514749108][bookmark: _Toc514749192][bookmark: _Toc514749273][bookmark: _Toc514749350][bookmark: _Toc514749428][bookmark: _Toc514682010][bookmark: _Toc514748567][bookmark: _Toc514748668][bookmark: _Toc514748757][bookmark: _Toc514748845][bookmark: _Toc514748933][bookmark: _Toc514749022][bookmark: _Toc514749109][bookmark: _Toc514749193][bookmark: _Toc514749274][bookmark: _Toc514749351][bookmark: _Toc514749429][bookmark: _Toc514682011][bookmark: _Toc514748568][bookmark: _Toc514748669][bookmark: _Toc514748758][bookmark: _Toc514748846][bookmark: _Toc514748934][bookmark: _Toc514749023][bookmark: _Toc514749110][bookmark: _Toc514749194][bookmark: _Toc514749275][bookmark: _Toc514749352][bookmark: _Toc514749430][bookmark: _Toc514682012][bookmark: _Toc514748569][bookmark: _Toc514748670][bookmark: _Toc514748759][bookmark: _Toc514748847][bookmark: _Toc514748935][bookmark: _Toc514749024][bookmark: _Toc514749111][bookmark: _Toc514749195][bookmark: _Toc514749276][bookmark: _Toc514749353][bookmark: _Toc514749431][bookmark: _Toc514682013][bookmark: _Toc514748570][bookmark: _Toc514748671][bookmark: _Toc514748760][bookmark: _Toc514748848][bookmark: _Toc514748936][bookmark: _Toc514749025][bookmark: _Toc514749112][bookmark: _Toc514749196][bookmark: _Toc514749277][bookmark: _Toc514749354][bookmark: _Toc514749432][bookmark: _Toc514682014][bookmark: _Toc514748571][bookmark: _Toc514748672][bookmark: _Toc514748761][bookmark: _Toc514748849][bookmark: _Toc514748937][bookmark: _Toc514749026][bookmark: _Toc514749113][bookmark: _Toc514749197][bookmark: _Toc514749278][bookmark: _Toc514749355][bookmark: _Toc514749433][bookmark: _Toc514682015][bookmark: _Toc514748572][bookmark: _Toc514748673][bookmark: _Toc514748762][bookmark: _Toc514748850][bookmark: _Toc514748938][bookmark: _Toc514749027][bookmark: _Toc514749114][bookmark: _Toc514749198][bookmark: _Toc514749279][bookmark: _Toc514749356][bookmark: _Toc514749434][bookmark: _Toc514682016][bookmark: _Toc514748573][bookmark: _Toc514748674][bookmark: _Toc514748763][bookmark: _Toc514748851][bookmark: _Toc514748939][bookmark: _Toc514749028][bookmark: _Toc514749115][bookmark: _Toc514749199][bookmark: _Toc514749280][bookmark: _Toc514749357][bookmark: _Toc514749435][bookmark: _Toc514682017][bookmark: _Toc514748574][bookmark: _Toc514748675][bookmark: _Toc514748764][bookmark: _Toc514748852][bookmark: _Toc514748940][bookmark: _Toc514749029][bookmark: _Toc514749116][bookmark: _Toc514749200][bookmark: _Toc514749281][bookmark: _Toc514749358][bookmark: _Toc514749436][bookmark: _Toc514682019][bookmark: _Toc514748576][bookmark: _Toc514748677][bookmark: _Toc514748766][bookmark: _Toc514748854][bookmark: _Toc514748942][bookmark: _Toc514749031][bookmark: _Toc514749118][bookmark: _Toc514749202][bookmark: _Toc514749283][bookmark: _Toc514749360][bookmark: _Toc514749438][bookmark: _Toc514682021][bookmark: _Toc514748578][bookmark: _Toc514748679][bookmark: _Toc514748768][bookmark: _Toc514748856][bookmark: _Toc514748944][bookmark: _Toc514749033][bookmark: _Toc514749120][bookmark: _Toc514749204][bookmark: _Toc514749285][bookmark: _Toc514749362][bookmark: _Toc514749440][bookmark: _Toc514682023][bookmark: _Toc514748580][bookmark: _Toc514748681][bookmark: _Toc514748770][bookmark: _Toc514748858][bookmark: _Toc514748946][bookmark: _Toc514749035][bookmark: _Toc514749122][bookmark: _Toc514749206][bookmark: _Toc514749287][bookmark: _Toc514749364][bookmark: _Toc514749442][bookmark: _Toc514682025][bookmark: _Toc514748582][bookmark: _Toc514748683][bookmark: _Toc514748772][bookmark: _Toc514748860][bookmark: _Toc514748948][bookmark: _Toc514749037][bookmark: _Toc514749124][bookmark: _Toc514749208][bookmark: _Toc514749289][bookmark: _Toc514749366][bookmark: _Toc514749444][bookmark: _Toc514682027][bookmark: _Toc514748584][bookmark: _Toc514748685][bookmark: _Toc514748774][bookmark: _Toc514748862][bookmark: _Toc514748950][bookmark: _Toc514749039][bookmark: _Toc514749126][bookmark: _Toc514749210][bookmark: _Toc514749291][bookmark: _Toc514749368][bookmark: _Toc514749446][bookmark: _Toc514682029][bookmark: _Toc514748586][bookmark: _Toc514748687][bookmark: _Toc514748776][bookmark: _Toc514748864][bookmark: _Toc514748952][bookmark: _Toc514749041][bookmark: _Toc514749128][bookmark: _Toc514749212][bookmark: _Toc514749293][bookmark: _Toc514749370][bookmark: _Toc514749448][bookmark: _Toc514682030][bookmark: _Toc514748587][bookmark: _Toc514748688][bookmark: _Toc514748777][bookmark: _Toc514748865][bookmark: _Toc514748953][bookmark: _Toc514749042][bookmark: _Toc514749129][bookmark: _Toc514749213][bookmark: _Toc514749294][bookmark: _Toc514749371][bookmark: _Toc514749449][bookmark: _Toc514682031][bookmark: _Toc514748588][bookmark: _Toc514748689][bookmark: _Toc514748778][bookmark: _Toc514748866][bookmark: _Toc514748954][bookmark: _Toc514749043][bookmark: _Toc514749130][bookmark: _Toc514749214][bookmark: _Toc514749295][bookmark: _Toc514749372][bookmark: _Toc514749450][bookmark: _Toc30078968]RETURN OR DESTRUCTION OF DATA



1.26 Each Party, in relation to any Personal Data that is shared and processed under this Agreement, at the written direction of the Controllers delete or return the Personal Data (and any copies of it) on termination of the Agreement unless any Party is required by Law to retain the Personal Data.



1.27 Any Party shall notify the other Parties if, in their opinion, any of the Controller’s instructions infringes the Data Protection Legislation.





[bookmark: _Toc30078969]INTERNATIONAL TRANSFERS



1.28 No Party shall transfer Personal Data to any Third Country unless the prior written consent of the Controllers has been obtained and the following conditions are fulfilled:



1.28.1 All Parties have provided appropriate safeguards in relation to the transfer as determined by Data Protection Legislation;



1.28.2 the Data Subjects have enforceable rights (such as the ability to prevent the transfer of their Personal Data to the Third Country) and effective legal remedies (such as by means of National data opt out exercising enforcing contractual remedies against any Processor/Sub-processor); and



1.28.3 All Parties comply with its obligations under the Data Protection Legislation by providing an adequate level of protection to any Personal Data that is transferred; 



[bookmark: _Toc30078970]RECORDS OF PROCESSING



1.29 All Parties will create and maintain their own  record of all Processing activities carried out under this Agreement,



[bookmark: _Toc30078971]LEGAL OBLIGATIONS



1.30 This Agreement does not relieve any Party from any obligations imposed upon it by the Data Protection Legislation.



2 [bookmark: _Toc30078972]VARIATION, FURTHER LEGISLATION AND GUIDANCE



2.1 No variation of this Agreement shall be effective unless it is in writing and signed by the parties (or their authorised representatives).



2.2 The Parties agree to take account of any amendment, re-enactment or extension to the Data Protection Legislation, and any relevant guidance issued by the Information Commissioner or the European Data Protection Board.



2.3 The Parties agree, at either Party’s written request, to correspond and/or meet with a view to reviewing and amending this Agreement to ensure that it takes account of any amendment, re-enactment or extension to the Data Protection Legislation, and that it complies with any relevant guidance issued by the Information Commissioner or the European Data Protection Board.



2.4 In the event of a dispute arising under this agreement, authorised representatives of the parties will meet and discuss as appropriate, to try and resolve the dispute within 7 calendar days of the dispute being raised. If the dispute remains unsolved, it will then be referred to a senior manager from each party who will use all reasonable endeavours to resolve the dispute within a further 14 calendar days. In the event of a failure to resolve the dispute, the parties agree to attempt to settle by mediation.



3 [bookmark: _Toc30078973]INTELLECTUAL PROPERTY RIGHTS



3.1 To the extent that any Party is not the owner of copyright or database right in the Personal Data and databases that it uses for the purposes of Processing the Personal Data, the Controllers hereby grant to (and agrees that it shall procure for) all Parties a royalty-free, non-exclusive, worldwide licence to use the Personal Data, from and including the Commencement Date for the Duration in accordance with this agreement.



[bookmark: _Toc30078974]SEVERANCE



3.2 If any provision or part-provision of this Agreement is or becomes invalid, illegal or unenforceable, each Party shall at the request of the other Party negotiate in good faith to amend such provision so that, as amended, it is legal, valid and enforceable, compliant with Data Protection Legislation, and, to the greatest extent possible, achieves the original purposes.



[bookmark: _Toc30078975]LIABILITY



3.3 Nothing in this Agreement excludes or limits the liability of either Party for:



3.3.1 death or personal injury caused by such Party’s negligence;



3.3.2 fraud or fraudulent misrepresentation; or



3.3.3 any other liability which cannot lawfully be excluded or limited 



3.4 Any exclusion of liability that is stated in or applies under any Contract or Services Agreement shall also apply under and in connection with this Agreement.



[bookmark: _Toc30078976]GOVERNING LAW

[bookmark: _Toc514682044]

3.5 [bookmark: _Toc508636336][bookmark: _Toc508636337][bookmark: _Toc508636338][bookmark: _Toc508636339][bookmark: _Toc508385960][bookmark: _Toc508385961][bookmark: _Toc508385962]This Agreement and any dispute or claim arising out of or in connection with it or its subject matter or formation (including non-contractual disputes or claims) shall be governed by and construed in accordance with the law of England and Wales.



Commencement and Duration of this Agreement



		Commencement Date:

		



		Duration:

		





[bookmark: _Toc30078977]Caldicott Guardians

[bookmark: _Toc483203480]

3.6 The Parties each designate their Caldicott Guardian whose details are set out below for the purposes of this Agreement.



		Organisation  

		Name



		South Central Ambulance Service

Caldicott Guardian:

		



		GP Practice (name)

				Caldicott Guardian:

		



		GP Practice (name)

				Caldicott Guardian:

		



		GP Practice (name)

				Caldicott Guardian:

		



		GP Practice (name)

				Caldicott Guardian:

		



		

[bookmark: _Toc30078978]      DATA PROTECTION OFFICERS



3.7 The Parties each designate the Data Protection Officer whose details are set out below for the purposes of this Agreement.



		Organisation 

		Name



		South Central Ambulance Service

			Data Protection Officer:  

		Barbara Sansom



		GP Practices 

			Data Protection Officer: 

		







[bookmark: _Toc13572781][bookmark: _Toc30078979]Register of organisations signed up to the Data Sharing Agreement 



		Organisation

		Name & Position of Signatory 

		Date signed



		South Central Ambulance Service NHS Foundation Trust

		

		



		(list practices here)

		

		



		

		

		



		

		

		



		

		

		



		

		

		















		





[bookmark: _Toc30078980]APPENDIX A - types of Personal Data and Special Categories of Personal Data that shall be SHARED (mandatory)

Name

DOB

Address

Gender

Primary diagnosis

Active diagnosis

Medication

Social care needs

GP Primary Care Medical records in a HTML read only view, and

111 Clinical assessment summary.



[bookmark: _Toc30078981]Appendix B – Data Protection Impact Assessment (advisable)
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Authorised Signatory (Caldicott Guardian or equivalent)



		Signed on behalf of 

		



		Signature:

		



		Name of Signatory:

		



		Title:

		



		Date:
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Access Record: HTML enables a read-only view of a patient’s record to be called from their GP’s clinical system (the ‘provider system’). The record can be viewed via a system or application (the ‘consumer system’) within another care-setting e.g. another GP practice, an urgent care call centre or an acute care organisation.

Both systems would need to be set up to share via GP connect.



Below is a guide to what would be expected in Access Record: HTML however this is dependent on local data entry processes and the patient’s medical history.
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The HTML View could contain the following. Access to each area is dependent on the consumer system implementation.
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[bookmark: _Toc30493220]Medications



Current medication Issues including repeat dispensing and medication history 



A list of drugs or other forms of medicines that are currently being, or have recently been, used to treat or prevent disease for the patient.   



[bookmark: _Toc30493221]Current Repeat Medication



A list of repeat drugs or other forms of medicines that are currently being used to treat or prevent disease for the patient. This may also include PRN occasional use medication.



[bookmark: _Toc30493222]Past Medication



A history view of drugs or other forms of medicines that have been used to treat or prevent disease for the patient. 



[bookmark: _Toc30493223]Allergies and Adverse Reactions



Allergies and adverse reactions – description and date only.



[bookmark: _Toc30493224]Referrals



Request for transfer of care or requests to provide assessment/treatment or clinical advice on the care of a patient.






[bookmark: _Toc30493225]Immunisation



Vaccinations and immunisations.  May also contain vaccination related information such as flu vaccine declined. 





[bookmark: _Toc30493226]Uncategorised



Coded record entries not associated to a main clinical area of the record, these are split across three views:



[bookmark: _Toc30493227]Administrative Items



These include tasks such as scheduling and administering clinical care encounters, clinical communication with other care organisations, administering and monitoring of critical safety processes such as repeat medication administration and call/recall for care.   (Not all clinical systems support administrative items)



[bookmark: _Toc30493228]Clinical items



Items of information relating to the care, health or wellbeing of the patient. Examples of this type of information, screening information and past medical history. 



[bookmark: _Toc30493229]Observations

A clinical observation recorded by health professionals in the course of assessment or care of their patients. Examples include, blood pressure measurement, weight, height or temperature measurement.
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[bookmark: _Toc30493231]Summary



The HTML Summary view is a standard view in all GP connect implementations.  It is populated from information recorded within the Patient Record and contains



◾ Active problems and issues

◾ Current medication issues

◾ Current repeat medications

◾ Current allergies and adverse reactions

◾ Last 3 encounters



[bookmark: _Toc30493232]Consultation - Encounters



For GP Connect, an encounter is an interaction between a patient and a health care professional that is recorded on the patient record.

planned encounters - such as pre-arranged appointments with a GP

unplanned encounters - such as at an out of hours clinic and those unrecorded through appointment module(s)

· direct encounters - such as a face-to-face session with a GP

· indirect encounters - such as a GP reviewing and updating a patient record on receipt of some test results

Attended appointments appear as an encounter and these may reference a document, diagnostic report (investigation) or other parts of the record, dependent on local data entry processes



[bookmark: _Toc30493233]Problem



Any issue that is significant to a patient that impacts their health or wellbeing. It includes disease, surgery and social issues such as bereavement or unemployment.  





Full details   



The above was correct as of November 2019 and based on specification GP Connect API 0.5.2 Access Record HTML

https://developer.nhs.uk/apis/gpconnect-0-5-2/accessrecord_view_summary.html 
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The items indicated are out of scope for GP connect Access Record HTML, consumer systems using GP connect Access Record Structured may be able to obtain some of the out of scope items from the provider system.  This information is provided for completeness. 





Investigations: Investigations would return test results along with commentary notes to the results and specimen details. The specific results should appear in the Observations view.



Flags / Alerts: Any coded entries which generate flags or alerts should be present in the Clinical Items view (or possibly one of the other uncategorised ones) and possibly Problem and Issues.



Appointments: Most appointments will be present in the Encounters view; the only appointments not included will be cancelled, did not attend and future appointments (and these are arguably non-clinical).



Demographics: A very limited set of demographics are included in the HTML bundle, but this does not include items such as ethnicity, first language, interpreter required, etc. The demographics area was also envisaged as including wider details should as family and other significant relationships, which if recorded as coded entries may appear in Clinical or Administrative Items. Demographics will be available via the PDS.  (patient demographic service)



Test Request: Coded entries for test requests may be present in the Clinical Items or Referrals views. Results of requested tests may be included in the Observations view. 



Summary: HTML includes a Summary view which is set selection of sections from the other views and is intended to be of similar purpose to the GP systems summary views but GP systems summaries may not cover the same content especially where they are locally configurable.
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