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1. Executive Summary 
The OneAnalytics Portal provides practices, Primary Care Networks (PCNs), Places, and 

Integrated Care Boards (ICBs) with powerful insights into contractual performance and 

clinical risk identification. It enables NHS organisations to make data-driven decisions that 

improve care quality and operational efficiency. 

The Portal is designed to: 

• Enhance usability through a modern, intuitive user interface. 

• Strengthen security with Two-Factor Authentication (2FA) and improved access 

controls. 

• Simplify user management through an organisation-level administration model. 

• Provide powerful dashboards that deliver advanced visualisations, real-time 

performance tracking, and deeper analytical insights to support clinical and 

operational decision making. 

• This security whitepaper outlines the portal’s security architecture, data protection 

measures, and operational controls. It is intended to support organisational 

governance processes and ensure a secure, well-managed implementation. 

2. Solution Overview 
The OneAnalytics Portal has been designed to deliver enhanced usability, stronger 

security controls, and more flexible access management — while maintaining the core 

functionality that NHS organisations rely on for actionable insights. 

 

The platform is hosted entirely within the UK, with all data securely stored in UK-based 

secure storage environments. This ensures compliance with NHS data residency 

requirements and aligns with national information governance expectations. 

Key Features include: 

• A modern user interface which provides an intuitive navigation experience. 

• Powerful dashboards that provide insight into your organisation’s data. 

• Activity reporting and audit trails. 

• Admin-managed access for local organisation control. 

• Enforced Two-Factor Authentication (2FA). 

The solution is aligned with the Data Security and Protection Toolkit (DSPT) and built in line 

with best cybersecurity practice. 
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3. Access and Authentication 
The OneAnalytics Portal uses a secure and transparent access management model, 

ensuring that NHS organisations have local control of user access while maintaining 

robust platform-level security controls. 

 

Organisation Admin Model: 

• Each organisation will have one designated admin user assigned by Primary Care IT. 

• Admin rights can only be reassigned or changed by Primary Care IT upon request of the 

organisation. 

• Admins manage invitations and user access within their own organisation. 

 

Two-Factor Authentication (2FA): 

• 2FA is mandatory for all users. 

• Authenticator app is the only supported 2FA method. 

 

Password Policy: 

• 8–250 characters. 

• At least 1 special character. 

• At least 1 number. 

• Both upper and lower case letters. 

 

Session Management: 

• User sessions automatically time out after 1 hour of inactivity. 

 

Audit Logging: 

• Logins and logouts, dashboard views, invitations, organisation access events, and 

system errors are logged for security and governance. 
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4. Data Protection and Privacy 
The OneAnalytics Portal supports NHS organisations in meeting their data protection 

obligations while ensuring that sensitive information is processed securely. 

 

Data Types: 

• Pseudonymised patient data – accessible only to Practice-type organisations. 

• Aggregated data – available to PCNs, ICBs, Places, and Practices. 

 

Roles and Responsibilities: 

• Practices remain Data Controllers. 

• Primary Care IT acts as the Data Processor. 

• Zoho Analytics acts as a Subprocessor (under appropriate security agreements). 

 

Lawful Basis: 

• Article 6(1)(e) UK GDPR – Public Task. 

• Pseudonymisation reduces risk and supports appropriate use. 

 

Personal data used by OneAnalytics 

The following personal data is used by OneAnalytics 

• NHS Number 

• Age 

• Gender 

The NHS number on its own is not Confidential Patient Information – it is an administrative 

number assigned by the NHS.  However, for someone with access to other NHS data it can 

act as the key to identifying an individual. OneAnalytics does not use the other data points 

required to make the NHS number Confidential Patient Information.  

NHS England. (n.d.). Appendix 6: Confidential patient information (CPI) Definition - NHS England Digital. 
Operational policy guidance document. https://digital.nhs.uk/services/national-data-opt-out/operational-
policy-guidance-document/appendix-6-confidential-patient-information-cpi-definition  

  

https://digital.nhs.uk/services/national-data-opt-out/operational-policy-guidance-document/appendix-6-confidential-patient-information-cpi-definition
https://digital.nhs.uk/services/national-data-opt-out/operational-policy-guidance-document/appendix-6-confidential-patient-information-cpi-definition
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5. Security Architecture 
The platform’s security architecture follows a defense-in-depth approach. 

• All hosting and data storage are in the UK. 

• Data is encrypted in transit and at rest using strong industry-standard encryption. 

• Role-Based Access Control (RBAC) ensures users only have access appropriate to their 

role. 

• Monitoring includes error logging, invitation rate monitoring, and user activity monitoring 

for suspicious behavior. 

• Secure development practices and restricted infrastructure access are maintained. 

6. Operational Security 
• Platform components are regularly patched by trusted service providers. 

• Annual penetration testing is conducted on the implementation by Primary Care IT and 

results recorded. 

• Information Security Management aligns with ISO 27001 principles. 

• Incidents are managed under a documented security procedure with defined escalation 

paths. 

• Regular Business Continuity and Disaster Recovery (BCDR) testing and data backups 

ensure service resilience and recoverability. 
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7. Data Retention and Storage 
Data is stored securely within the UK, with encryption applied in transit and at rest. Access 

is restricted by RABC. 

 

Retention periods are aligned with dashboard type: 

 

Dashboard Type Dashboard Name Retention Period Grace Period After 

Contract 

Termination 

Contractual QOF Up to 24 Months 1 Month 

Contractual IIF Up to 24 Months 1 Month 

Contractual SMR Up to 24 Months 1 Month 

Contractual Local Enhanced 

Service 

Up to 24 Months 1 Month 

Non-Contractual Cardiovascular 

Risk 

Up to 12 Months 1 Month 

Non-Contractual Frailty Up to 12 Months 1 Month 

Non-Contractual HbA1c Risk Up to 12 Months 1 Month 

Non-Contractual Blood Pressure Risk Up to 12 Months 1 Month 

Non-Contractual Appointments Up to 12 Months 1 Month 

Non-Contractual Core20Plus5 Up to 12 Months 1 Month 

Non-Contractual Hypertension Risk Up to 12 Months 1 Month 

 

Backups are routinely performed and securely stored. Data is deleted one month after 

contract termination, including removal from backup systems. 
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8. Compliance and Governance 
The OneAnalytics Portal is operated under a robust compliance framework. 

 

Certifications and Standards: 

• ISO 27001 – Information Security Management System. 

• Cyber Essentials Plus. 

• Data Security and Protection Toolkit (DSPT). 

• DCB0129 – Clinical Risk Management. 

 

Policies and Governance: 

• Information Security Policy available through the Primary Care IT Trust Center. 

• DCB0129 Hazard Log maintained. 

 

Regular internal and external audits are conducted to maintain assurance. 

9. Customer Responsibilities 
NHS organisations retain important responsibilities as Data Controllers for the data 

processed within the OneAnalytics Portal. 

 

• NHS organisations must ensure a valid Data Protection Impact Assessment (DPIA) is 

undertaken for their use of the platform. Primary Care IT contribute proactively to achieve 

this. 

• They retain their own UK GDPR responsibilities. 

• Admin users must manage access, including inviting and removing users, and regularly 

reviewing access lists. 

• Incidents arising from local use should be managed and reported according to local 

governance processes. 

  

https://www.primarycareit.co.uk/primary-care-it-trust-center/
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For further support & queries 

support@primarycareit.co.uk 


